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Acronyms And
Abbreviations

AAL JP
ADS
Bn
BYO
BYOD

Ambient Assisted Living Joint Programme
(FIRE project partner) Aerospace Defence and Security
a Billion (1000,000,000)
Bring Your Own
Bring Your Own Device

CNI

Critical National Infrastructure

CSP

Commercial Service Providers

DDOS
DG SANCO
e-Gov.

Distributed denial of Service
Directorate General for Health and Consumers
e-Government

EMR

Electronic Medical Record

EPR

Electronic Patient Record

ERP

Enterprise resource Planning

ETP

European Technology Platform

ETS

(EU) Emissions Trading System

ETSI

European Telecommunications Standards Institute

EUR

Euro (€)

FPC

Financial Policy Committee

GHG

Greenhouse Gas

GSM

Global System for Mobile communications

HER

Electronic Health Record

HSDPA

High-Speed Downlink Packet Access

ICD

Implantable Cardiac Defibrillator

ICN

(The FIRE project’s) Industrial and Commercial Network

ICT

Information and Communication Technology

IFIS

(FIRE project partner) Institute for Information Systems

IMS

Information Management System

IoT

Internet of Things

ISF

Information Security Framework

ISO

International Standards Organisation

ISP

Information Security Framework

ITIL

Information Technology Infrastructure Library

ITU

International telecommunications Union

LSEC
LTE
Mtoe

(FIRE project partner) Leaders in Security
LTE long-term evolution
Million tonnes of oil equivalent
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Acronyms And Abbreviations

MUC
MVNO

Mobile Virtual Network Operator

NSMC

(FIRE project partner) Network Security Monitoring Cluster

PCI DSS
PDA
PESTLE
PKI

Payment Card Industry Data Security Standard
Personal Digital assistant
Political, Economic, Social, Technological, Legal, Environmental
Public Key Infrastructure

PLC

Programmable Logic Controller

PMR

Private mobile Radio

RBAC

Rôle based access control

RSA

Ron Rivest, Adi Shamir and Leonard Adleman (encryption standard)

RTU

Remote Terminal Unit

SaaS

Security as a Service

SaaS

Software as a Service

SFTP

Secure File Transfer Protocol

SIM

Subscriber Identity Module

SME

Small and Medium sized Enterprise

SMS

Short Message Service

SSL

Secure Sockets Layer

UMTS
USIM
VPN

8

Multi Utility Communication

Universal Mobile Telecommunications System
Universal Subscriber Identity Module
Virtual Private Network
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Executive Summary

This report represents Deliverable 3.1 from Task 3.2 of the FIRE project.
The document contains a summary of the user needs for Trustworthy ICT, expressed by users who have
contributed to the project’s Industrial and Commercial Networks in the areas of :
Domain

Lead Partner

Energy

(NSMC and IFIS)

Finance

(ADS)

Healthcare

(AMETIC)

Mobile Communications

(LSEC)

Table 1 - Domains of user needs and lead project partner
The itemised user needs, collected by the partners, are expressed in the users’ own terms in Section 5
of this document.
During the creation of this document the Partners also tentatively explored the domain of e-Government.
While outside the original scope of the Statement of Work, the authors believe that there is merit in
including this domain in an update to this document in support of deliverables D3.2 and D3.3 and will
schedule this addition to coincide with the dates for these two deliverables. Some provisional user needs
from this domain have been carried into the analysis.
The user needs themselves help in identifying itemised ‘topics’ that would be of value to users in a
forthcoming EU research agenda. Section 7 develops groupings of the user needs that represent larger
potential user-derived research ‘themes’ that may also be considered in forming the research agenda.
These themes are:
1. Establishing trustworthy relationships
2. Information privacy, assurance and cyber security
3. Addressing implications of trends in scale and complexity
4. Encouraging and supporting appropriate user behaviour
5. Proving fitness for purpose
The analysis of the user needs is one of three perspectives contributing to recommendations for the
research agenda. The other contributions come from the IT supply industry and the research community
as outlined in Section 4 . The first draft of these recommendation will be issued in project deliverable
D4.2 'Draft pan-cluster strategy and research agenda' which is due to be issued shortly.
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Introduction

The aim of this report is to provide an overview of the initial results and analysis of the user needs
collected by the Industry and Commercial Networks (ICNs) in:
- Energy
- Finance
- Healthcare and
- Mobile Communications
The project Partners have collected data on the major industry challenges in Trustworthy ICT. These
challenges have been analysed to identify initial implications for future policies and research programmes
that are relevant to both EC and national policy makers. User perspectives have been obtained directly,
from the ICNs in each of these domains. These views have been complemented by project Partners
who also possess specialised domain expertise themselves. In addition to generation of the user needs,
members of the ICNs have also been actively engaged involved in review of the document at several
stages in its production.
During the creation of this document the Partners also tentatively explored the domain of e-Government.
While outside the original scope of the Statement of Work, the authors believe that there is merit in
including this domain in an update to this document in support of deliverables D3.2 and D3.3 and will
schedule this addition to coincide with the dates for these two deliverables. Some provisional user needs
from this domain have been carried into the analysis.
The document is structured as follows :
- Section 4 describes the ICNs and other stakeholders and how we approached the tasks.
- Section 5 uses a similar structure for each domain covering:
- An overview of the domain
- A PESTLE1 analysis
- A description of the current position or ‘baseline’
- A description of the threat landscape and
- The users’ view of their needs in the domain
Each domain uses different terminology and, to a lesser degree, the Partners have used a
different balance of methods in capturing the user needs from the ICNs. This has resulted in some
stylistic variations within each sub-section. We have made no effort to remove these variations as
received wisdom2 indicates that user needs are more valuable and less susceptible to inadvertent
misrepresentation if expressed in the original language of the users. The itemised user requirements
represent areas of need, which are potential candidates for specific research topics in a subsequent
research agenda.
‑ Sections 6 , 7 and 8 address the possibility of grouping the user needs into broader synergistic
areas. We develop the definition of a small number of potential research ‘themes’, based on these
groupings, in Section 7 .
- The report contains over 30 references and, to minimise distraction in the main text, these have been
collected in an annex, whereas footnotes have been reserved for general clarifications.
This report represents Deliverable 3.1 from Task 3.2 of the FIRE project. When added to information from
the other Work Packages, these user needs will assist the partners to develop recommendations for a
pan-Cluster research agenda and to provide an evidence base for policy makers.

1

Political, Economic, Social, Technological, Legal, Environmental

2

N. Rackham, SPIN Selling, McGraw-Hill, 1988, ISBN 0-07-051113-6 and others
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Methodology

There are three trans-national groups of participants contributing to the project:
- The Industry and Commercial Networks or ICNs (End users)
- The Research Community or Network (comprising industry and research organisations active in the field)
- IT Security Industry (the FIRE Partners are working with current solution providers to capture their views)

Figure 1 - Stakeholder groups in the FIRE project

There are four topic areas for the ICNs, each of which is led by a FIRE partner, with other partners
providing supporting inputs:
- Energy – NSMC lead supported by IFIS
- Finance – ADS lead
- Healthcare – AMETIC lead
- Mobile Communications – LSEC lead
Members of the ICN networks have been invited to participate by the FIRE partners, with participation
being on a voluntary basis, allowing ICN members to choose to participate in an anonymous and an
unattributable way if they prefer. Methods of engagement have been designed to make optimum use of
participants’ time and include: teleconference; WebEx; e-mail; remote document review and advice, plus
workshops and face-to-face meetings. The ICN networks have convened physically when required, taking
advantage of other events and conferences that involve relevant stakeholders.
The ICN networks have been formed to identify and pose industry end-user challenges for Trustworthy ICT
research organisations to address, and contribute Industry recommendations on future EC and national
policies and research programmes in Trustworthy ICT. They have considered the main drivers affecting
their sectors (Political, Economic, Social, Technological, Legal, Environmental) and how their sectors
operate currently, reviewed the current and emerging threats they face, and prioritised their challenges to
identify the main user needs which have potential research (and policy) implications. Section 4 presents
the initial results of their work.
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Specific Domain Area

5.1 Energy
5.1.1 Overview of the domain
The energy industry can be subdivided3 as:
- Oil & Gas (Drilling, Production, Exploration, Refining, Petrochemicals, Transportation, Storage)
- Power Generation (Biofuels and Biomass, Fossil Fuel, Geothermal, Hydro, Nuclear, Solar, Wind)
- Power Distribution (Utilities Network, Utilities Retail)
- Mining and Commodities (Carbon, Coal, Minerals, Nuclear Fuels)
Regarding Trustworthy ICT, we are considering those parts of the energy industry, where the ICT security
is on the whole relevant. We are considering mainly two categories:
- Power producers and energy traders
- Gas and electric utilities

Figure 2 - Scheme: Power Generation, Transmission and Distribution
Source: http://ec.europa.eu/energy/infrastructure/studies/doc/2010_rsmp.pdf

According to CNN Money4, the biggest players on the market in year 2010 were:
Gazprom!
Royal Dutch
Total
Rosneft Oil
Lukoil
ENI

E.ON
Statoil
GDF Suez
TNK-BP International
Moller-Maersk
RWE

Iberdrola
National Grid
ABB
Scottish and Southern Energy
Schneider Electric
Gas Natural Fenosa

Other subdivision can be: coal and consumable fuels, electric utilities, gas utilities, power producers and emery
traders, integrated oil and gas companies, multi-utilities companies, oil and gas exploration and production, oil and
gas storage and transportation.
3

4

Source: http://www.businessinsider.com/gazprom-profits-energy-europe-2011-11?op=1
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Specific Domain Area

The approach adopted in collecting user needs has been to draw on the following sources:
- Workshops involving members of the Partners’ clusters, including end-users and associated groups
- Conference and meeting notes from our academic partners in the Research Network
- Published material, from governments and industry
- One to one meetings with suppliers to the industry
Outputs were identified from the following companies: Honeywell, Yokogawa, CEZ, CEPS, NESS,
CEPRO, Elektrosystems, Mycroft Mind, ABB, GITY, TPEB, EPH Holding.
The energy industry is classified as a critical infrastructure in EU5.
Energy is the largest CNI sector in any country supporting all other sectors. Energy infrastructures
represent unique targets for a variety of reasons, including:
- Their central importance within national and regional CNI networks.
- Their political and strategic importance.
- The potential for immediate impact – mass damage and casualties.
- The potential for consequential impact – further casualties, contamination, loss of service delivery.
- Multiple targets, often at single locations – personnel, Process Control/SCADA Systems, hazardous
materials and general infrastructure such as buildings.
- Multiple inter-dependencies across the supply chain.
The current state of energy in Europe is that the energy industry can be characterized as highly
decentralized industry. There are many different sources of energy, from the nuclear ones to the specific
renewable energy ones, which have its own utility connection.
Member States have very different energy mixes. On average in 2011, the total energy needs of the EU, in
terms of gross inland consumption, were covered by the following sources: 35% oil, 24% gas, 17% solid
fuels such as coal, 14% nuclear power, 10% renewable sources such as hydropower or wind energy. This
mix varies widely across countries6.

EU gross inland consumption 2011

Gas
24%

Nuclear
14%

EU gross inland cosuption 2030 (scenario)

Gas
22%

Nuclear
14%

Renewables
10%

Solid Fuels
17%
Oil
35%

Renewables
18%

Oil
33%

Solid Fuels
12%

Figure 3 - Europe’s energy mix – expected change 2011-2030
Source: http://ec.europa.eu/europe2020/pdf/energy2_en.pdf

Due to this segmentation, meaning different proportion of energy source of the power producers, the
European energy market can be viewed also as "energy islands".
The European energy sector is not self-sufficient (depends on the EU country), and there is also increasing
tendency of consumption. The import of power supply is constantly increasing. With the consumption,
also the price of energy is increasing. The sensibility to variations on energy prices and energy selfsufficiency is shown in Figure 4.
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5

According to: http://ec.europa.eu/energy/infrastructure/studies/doc/20121114_financial_aspects_security-infrastructure.pdf

6

Source: http://ec.europa.eu/europe2020/pdf/energy2_en.pdf

Energy

Figure 4 - Sensibility to variations on energy prices and energy self-sufficiency
http://www.espon.eu/main/Menu_Publications/Menu_MapsOfTheMonth/map0810.html

Investment decisions for the necessary infrastructure up to 2030 must be taken now, as infrastructure
built 30-40 years ago needs to be replaced. The EU's energy evolution requires anyway modernization
and much more flexible infrastructure such as cross border interconnections, "intelligent" electricity grids
and modern low-carbon technologies to produce, transmit and store energy. Expected investments are
500 Bn. € for power plants and 600 Bn. € for transmission networks.
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5.1.2 PESTLE
Political environment
The European Commission (EC) is actively driving the development of energy infrastructure in member
States. It has identified 568 energy infrastructure projects of European and national interest, giving
them priority status under the Trans-European Energy Networks (TEN-E) guidelines. The realisation of
prioritised projects, especially "interconnectors", is key to achieving the Energy 2020 strategy, especially
the 20% target for renewable energy in 2020. It is also essential for furthering the development of a more
integrated, interconnected and competitive energy market. Member States are obliged to facilitate the
realisation of these projects within a reasonable timeframe7.

Economic environment
Most of the consumption of power supply belongs to the industry – up to 75%, which makes only one
quarter for households. In terms of households, the 85% usage of energy is for heating. The logistics is
the most demanding power supply industry then.

Transport
Households and residential needs

25%

33%

Agriculture
2%

Services

13%

Others

26%
1%

Industry

Figure 5 - EU final energy consumption by sector in 2011
Source: http://ec.europa.eu/europe2020/pdf/energy2_en.pdf

The price for oil, gas and power differs; there are a National Energy Regulatory Offices in the EU countries.
The price can differ a lot, according to Eurostat. The average price of kilowatt/hour in 2012 in EU was
0,0967€, highest was the price in the Cyprus 0,2262€, the lowest in France 0,0632€8. While prices of
primary energy commodities have increased annually by 14% for crude oil, almost 10% for gas and 8%
for coal between 2002 and 2012, wholesale electricity prices in the EU have risen much less, namely
by 3.4%9.

Social environment
In terms of energy sector companies are easier to secure, than households. The instability of power
supply can cause huge damages and unsecure power utilities can cause economic losses. The industry
is keener on securing the power supply systems than households. Unfortunately, transmission is
highly unstable due to expansion of renewable sources of energy. There are expected investments to
transmission networks.
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7

Source: http://ec.europa.eu/energy/infrastructure/studies/doc/2011_ten_e_permitting_report.pdf

8

Source: http://appsso.eurostat.ec.europa.eu/nui/setupModifyTableLayout.do
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Source: http://ec.europa.eu/europe2020/pdf/energy2_en.pdf

Energy

Technological environment
The technology used in energy sector is :
- SCADA
- Smart Metering
- Communication Infrastructure
- Smart Grid
- E-mobility
- Smart Metering Devices, Gateways, Sensors
- Energy Management Systems
Most of them work under power utilities and power supply. All above mentioned technologies are linked
to each other, so the key technology is SCADA Systems and smart metering together with Smart Grids.
1. SCADA Systems
- Supervisory Control And Data Acquisition
2. Smart metering and Smart Grids
- Intelligent data acquisition and energy distribution
- Smart Grids - a single, smar t European electricity grid
- Nowadays adoption 1/3
- Expected adoption 2020 80%
- Using Smart Grids – expected savings up to

Figure 6 - Smart Grid system
Source : EU Commission Task Force for Smart Grids, 2010, http://ec.europa.eu/energy/gas_electricity/
smartgrids/ smartgrids_en.htm
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Specific Domain Area

Legal environment
European Legal framework has the Directive 2008/114/EC represent the first legal instrument of EU
dimension on the subject of critical infrastructure protection. It is focused on the Energy and Transport
sectors only.
Other European strategic documents in the energy sector are:
- European Energy 2020 strategy: towards a low carbon economy
- European Energy Roadmap 2050
Considering the technological orientation, the EU papers are:
- EEGI – European Electricity Grid Initiative (2020)
- EERA – JP Smart Grids – European Energy Research Agenda (2020+)
- ETP Smart Grids (2035) (http://www.smartgrids.eu/documents/sra2035.pdf)

Environmental environment

10

EU target for GHG emission reductions of 20% relative to emissions in 1990
In 2011 GHG emissions were estimated at 16% below 1990 levels. This target is implemented through
the EU Emissions Trading System (EU ETS) and the Effort Sharing Decision.
20% share for renewable energy sources (RES) in the gross final energy consumption in the EU
In 2011, the RES share in the final energy consumption of the EU was 13.0% compared to 8.5% in
2005. With binding national targets, growth in renewable energy has increased but needs to average
6.3% per year to meet the overall 2020 target.
20% savings in EU's primary energy consumption compared to projections made in 2007. This target is
not legally binding for Member States. Primary energy consumption peaked in 2005/2006 (around 1825
Mtoe11) and is slightly decreasing since 2007 (to reach 1730 Mtoe in 2011).

5.1.3 Baseline
The modernization of existing energy infrastructure is needed; unfortunately many projects are years
behind schedule. The grid instability and voltage fluctuation can cause major damages at large industrial
firms. The situation gets more difficult, because many renewable sources of power cannot provide
steady energy output. New storage systems are needed to ensure the reliability. Moreover the energy
sector provides huge amount of data. It is also quite open infrastructure combining many types of means
of communication.
Nowadays, it can be also said, that the energy sector is not life critical but trust critical (equivalent of
bank transfers).

5.1.4 Threats
Current and emerging as they affect the user needs
The main assets in the energy environment, which can be attacked, can be divided into five main types.
See Table 2.
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10

Source: http://ec.europa.eu/europe2020/pdf/energy2_en.pdf

11

Million tonnes of oil equivalent.

Energy

Name

Description

Infrastructure

Pipes, valves, storage tanks, cables, switchgear and other plant components

Buildings

Control rooms, sub-stations, warehouses, laboratories, administrative
offices, canteens, training facilities etc.

People

Managers, specialists, administrators, visitors, contractors and others onsite

Equipment

Control equipment, tools, meters, medical supplies, SCADA and IT systems

Information

Electronic data, paper files, intellectual property
Table 2 - collection of physical or logical components of energy industry
Source: http://ec.europa.eu/energy/infrastructure/studies/doc/2010_rsmp.pdf

All above mentioned assets can be attacked or damaged. In terms of defined technology of energy sector
regarding the trustworthy ICT, SCADA Systems and Smart Grids, the user and technical perspective is:

User perspective – SCADA Systems
- Transition from fully separate systems to standard networks
- Usage of inexpensive IP sensors
- Usage of inexpensive standard hardware
- Usage of standard SW applications
- Usage of standards for network protocols (Ethernet)
- Very critical infrastructure
- Direct control of life critical function (dam discharge, public traffic confusion, communication
infrastructure,)
- Transition is slow but inevitable
- Triple combined protection

Technical perspective – SMART GRIDS
- Smart metering introduces new technology to traditional grids
- Remote access by IT networking technology
- Firmware updates without outages technology
- Frequent data reading
- On/off switch
- Providing time normal to all components and synchronization time with GPS time.
- Geospatial systems that provide real-time situational in SMART GRIDS technology
- Smart metering introduces new threats
- Interruption of energy supply
- Fraud
- Privacy violation
- Reputation damage
- High complexity
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5.1.5 User Needs
The energy sector is demanding similar technologies/approaches, considering many different utilities
and different kind of power producers. The common characteristics of ICT security needs in the energy
sector are: standardization and compatibility, the big data securing and processing, real-time monitoring,
integration of security applications into the system (including usage of cloud computing in terms of
energy sector), risk management.
Major industry challenges and research needs for trustworthy ICT in the Energy Sector can be summed
up as follows:
- Standard protection
- Security improvements in major standards (SCADA)
- To know the Security threats and requirements
- Very strict access rules and high level encryption
- White list approach
- New security standards
- Continuous profiling
- Behaviour analyses of whole system
- Addressing issues specific to Smart Grids
- Monitoring and profiling of users
- Logs of any activity in system
- Providing secure communication channels
- Adding Big Data capabilities to systems and infrastructure
- Need to develop good security countermeasures
- To know the Security threats and requirements
- Effective Incident Response
- Correlation of events for detection and localization of security threats
- Correlation of events for detection and identification of anomalies
- Suppressing effects of anomalies
- To know the Who, Why, When and Where have to do response.
- Smart meters should be scrutinized by independent testing
- Independent reviewer
- Huge investment expected
- Utilities/operators should set and control the scene
- Apply all good practices in IT security standards
- Ensure business continuity
- Keeping in mind social aspects

24

Energy

To describe specific issues and gaps that have to be addressed by research and industry, the Energy
sector will be subdivided by its key elements:
- Smart Metering
- Communication Infrastructure
- Smart Grid
- E-mobility
- Smart Metering Devices, Gateways, Sensors
- Energy Management Systems
- Incident Response of service providers
- Disaster Recovery and Business Continuity for large outage SCADA or SmartGRIDS infrastructure
- Log management of old-time SCADA parts, proprietary applications or embedded "proprietary"
equipment (PLC, RTU,...)
- Patch management and firmware update without outage SCADA infrastructure
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Smart Metering
- Compatibility
- Compatibility of Interfaces and Data formats required
- Standardization
- Missing standards prevent competition in the energy, counting and measuring market
- Vendor-independent smart metering concept with open specifications and standards required
- Definition of (possibly open) transmission and communication standards
- Communication
- Standardized communication concept for multi utility communication (MUC)
- Bi-directional, encrypted and authentic communication
- Data management
- Consistent encryption of data transfer
- Fast and efficient data transfer
- Interconnection of controlling and reporting systems for reading, transfer and management of
payment data
- Data protection
- Certification and operation of MDM system (meter data management system)
- Data collection and privacy compliant forwarding
- Scalability
- Scalability and independent interchangeability of counters, communication and Informatics
- Interfaces to ERP and financial systems
- Identity management, Role management and PKI
- Secure and seamless authentication and authorization management
- Automation
- High degree of automation required
- Avoid manual test steps (essential)
- Support of an automatic billing routine
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Communication infrastructure
- Security and Maintenance
- Integration of protection and isolation measures for remote maintenance of safety-critical
components and services
- Security solution for communication between distributed parts for the transmission of information
via wireless, mobile or fixed network connections
- Security and Scalability
- Guarantee of seamless security concepts about different technologies and operator domain
- Fulfilment of special safety and eligibility requirements, as well as migration possibilities in the use
of common ICT infrastructure services
- Security
- Embedding real-time security concepts in SCADA networks and gateways
∙ Efficient and secure machine to machine communication (M2M)
∙ Embedding effective encryption and decryption measures
∙ Efficient key management
∙ Trusted key storage in low-resource devices
- Monitoring
- High-performance monitoring and filtering components
∙ Micro firewalls in resource-limited SCADA networks
∙ Efficient monitoring functions
∙ Early detection and prevention of attempts to attack and in SCADA networks

Smart Grid
- Monitoring
- Development of dedicated, real-time global monitoring protocols
∙ Cooperative early warning systems
∙ Technical solutions of the level controls (identity, access control) for targeted isolation of certain
areas
- Concepts for continuous operation and failure tolerance
∙ Suitable insulation and redundant measures
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E-mobility
- Cloud computing
- Intelligent solutions through cloud computing
- Basic technologies for cloud computing, Smart Grids and M2M communications
- Scalability
- Link everyone through ICT
- Roaming approaches, such as the charging of electric vehicles
- Data management
- Data security and protection
- Protection from industrial espionage
- Lack of transparency of data processing
- Infrastructure
- Wireless connectivity
- Wire connectivity by electric socket
- Providers
- Detection anomaly
- Localization and identification of the originator of anomalies
- Incident Response - suppressing effects of anomalies
- Vehicles (electric/classical cars)
- Connection to cloud infrastructure (for driver or crew comfort)
- Automatically connect to emergency organization (ambulance, fire-station) when detect car
incident (for driver or crew safety)
- Regulations, standards, policies
- Definition of security rules
- Definition of responsibilities
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Smart Metering Devices, Gateways, Sensors
- Security
- Use of hardware security modules in the gateway
- Integration of safety modules in the gateway (e.g. inserting a chip card or permanently integrated
chip)
- Customized security mechanisms
∙ Encryption methods
∙ Key management services
∙ Secure key storage
∙ Creating proof of the integrity of the software / hardware
∙ Access control mechanisms
∙ Maintenance
- Warranty of long operating times
- Remote maintenance
- Secure system updates, retrofitting of additional security features
- Data management
- Data filtering concepts
- Communication
- Development of innovative products and security technologies as trusted communication endpoints
in the energy information network
- Risk management
- Tamper resistance
- Identity management
- Scalable identification and authentication schemes for components
- Test environments
- for each component
- for security testing for interoperability testing
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Energy Management Systems
- Data management and cloud computing
- Complex management software
∙ Processing data gathered on remote server systems for electricity companies and service
providers (via cloud services)
- Web services, server-based architectures, etc. should be based on existing standards
- Transfer of solutions of cloud computing to the energy domain
- Security
∙ Introduction of secure identification tokens through use of the new ID cards
- Realization of trusted platforms
∙ Provision of security services to the verifiable compliance with the rules
∙ Monitoring and certification techniques
∙ Evidence of manipulation security in the execution of the services
- Security
- Scalable key management
∙ Planning, implementation and monitoring of guarantees for security properties
∙ Provision of General safety features and functions as "security as a service" (SaaS)
∙ "Privacy as a service"
∙ Anonymity and pseudonyms functions
∙ Collection and processing of data without creating user profiles
∙ Needs-based provision of security through a service development framework
∙ Trusted and secure orchestration of context oriented security services
- Data management
- Operator security through encrypted data transfer and storage
∙ Data leakage prevention
∙ Automated classification of data for monitored transmission
∙ advanced filter technologies
- Collection and processing of data without creating user profiles
- Identity management and access control management
- Trusted identification and authentication of operators
∙ role-based and task-based access control and use control
- Collection and processing of data without creating user profiles
- Monitoring and risk management
- Extension of existing methods of risk management
∙ Situational awareness, health monitoring
∙ Standardization
- Definition of policies
- Standardization and modularization of security properties
∙ Certification of security and verification of legal compliance
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Incident Response of service providers
- Security
- Suppressing effects of anomalies

Disaster Recovery and Business Continuity for large outage SCADA
or SmartGRIDS infrastructure
- Security
- Suppressing effects of outage or Single-Point-of-Failure
- High-availability infrastructure of SCADA resistant for environmental or technology threats
- Describe of scenarios for Incident Response

Log management of old-time SCADA parts, proprietary applications
or embedded "proprietary" equipments (PLC, RTU,...)
- Log management
- Collect of log events from old-time SCADA parts
- Capture and collect statuses from proprietary applications
- Solve a generation of security statuses the proprietary equipments
- Build of trusted infrastructure for log management (collect, archive, analyse)
- Regulatory
- Definition of policies to data retention of log events (200/400/600 days)
- Definition of policies Who have to send log events

Patch management and firmware update without outage SCADA
infrastructure
- Security
- Scan and recognize of vulnerabilities at SCADA infrastructure
- Describe of scenarios for Incident Response on suppress security risk.
- Regulatory
- Definition of responsibility for eliminating vulnerabilities before a specified date
- Definition of responsibility for informing the operator SCADA
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Ranked higher priority user needs
1. Resilience increment of SCADA Systems
Components for managing technologies were always disconnected between inner and outer
communication. It was like this with sensors, operating controls and also communication protocols. We
can see the low price pressure also in this field, this is why there are more often standardized solutions
with specific security elements. The security of SCADA Systems is mostly mainly partly done and the
majority of companies is securing how.
2. New security approaches concerning the SmartGrids
SmartGrids are not understood as a part of critical infrastructure, but the reaction in case of any attack
must be fast and effective. This is why we talked here mainly about preventive methods and identification
of anomaly behaviour in real time. Coordinated research is needed in several areas to address this issue
and includes:
- Prevention methods
- Identification in real time of anomalous behaviour
- Real-time response to such behaviours
- Rapid communication of this activity to other potentially vulnerable parties.
3. Increase the reliability of communication channels
The majority of used technologies expect to work with big data, which are very demanding for security
communication. This is true for many different branches, from banking to energy. It is also concerned to
use the GSM technologies with higher level of encryption, accomplished authentication etc.
4. Security, safe data storage and processing of big data
The predictive methods, system modelling and smart grids – this all together is bringing the big amount
of data, their processing and achieving, but mainly their securing. Faster algorithms, the usage of external
infrastructures and numerical outputs represents the real dilemma for future development.
5. Resolving the convergence of control systems and IP networks
The strict disconnection of these systems is past. The need of long distance supervision and changes
based on predictive models leads to hierarchical structure, where any level can work itself and their
connection is able for specific examples.
Outputs were identified with these companies: Honeywell, Yokogawa, CEZ , CEPS, NESS, CEPRO,
Elektrosystems, Mycroft Mind, ABB, GITY, TPEB, EPH Holding.
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5.1.6 Summary of key user needs
Ranking

User Need

1

Resilience increment of SCADA Systems

2

New security approaches concerning the SmartGrids

3

Increase the reliability of communication channels

4

Security, safe data storage and processing of big data

5

Resolving the convergence of control systems and IP networks

6

Incident Response of service providers

7

Disaster Recovery and Business Continuity for large outage SCADA or SmartGRIDS
infrastructure

8

Log management of old-time SCADA parts, proprietary applications or embedded
"proprietary" equipments (PLC, RTU,...)

9

Patch management and firmware update without outage SCADA infrastructure
Table 3 - Ranked key user needs in the ENERGY sector
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5.2 Finance
5.2.1 Overview of the domain
The finance industry is widespread and diverse. Commercial entities operating within it include soletraders, SMEs and large, multi-national organisations. It would be extremely hard to represent the views
of such a wide domain whose services include consultancy, brokerage, insurance, retail and merchant
banking plus a host of specialised services. The approach adopted in collecting user needs has been to
draw on the following sources:
- Workshops involving members of the Partners’ clusters, including end-users and associated groups,
who form the Finance ICN.
- Conference and meeting notes from our academic partners in the Research Network
- Published material, from governments and industry
- One to one meetings with suppliers to the industry
In order to provide unbiased views we have offered these meetings under the "Chatham House Rule"12
so attribution to a particular organisation or individual is explicitly excluded. To avoid any industryspecific bias all comments have been independently reviewed by ADS, other Partners or by Industry or
Academic contributors.
ADS, as the Partner leading the Finance ICN, has concentrated on that part of the industry where it has
members. These tend to be the multi-national organisations that trade across international boundaries.
While it is acknowledged that this may not represent the diversity of the organisation operating within the
sector, it has been selected as it represents the major institutions in terms of turnover and employment
and therefore on whose views are important and influential.
Within the sector, the major players are all household-names and include all the clearing (retail) banks.
The dominant organisations vary from Member State to Member State, for example in the UK, the top
four are: HSBC, RBS Group, Lloyds Banking Group and Barclays.
Across the EU the list rapidly becomes global with the major banks all having a presence in the major
economically active centres of the world.

When a meeting, or part thereof, is held under the Chatham House Rule, participants are free to use the information received, but
neither the identity nor the affiliation of the speaker(s), nor that of any other participant, may be revealed.
12
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Ranking

Bank

Assets
(€bn)

Capital
(€bn)

1

Deutsche Bank AG , Frankfurt am Main , Germany

2,052

2.43

2

BNP Paribas SA , Paris , France

1,945

27.24

3

Industrial & Commercial Bank of China Limited , Beijing ,
China

1,899

42.84

4

Crédit Agricole SA , Montrouge , France

1,878

7.64

5

Barclays Bank PLC , London , UK

1,870

18.18

6

JAPAN POST BANK Co Ltd , Tokyo , Japan

1,826

32.63

7

China Construction Bank Corporation , Beijing , China

1,732

30.99

8

Agricultural Bank of China Limited , Beijing , China

1,642

40.27

9

The Royal Bank of Scotland plc , Edinburgh , UK

1,611

34.61

10

Bank of China Limited , Beijing , China

1,572

34.61

11

The Bank of Tokyo-Mitsubishi UFJ Ltd , Tokyo , Japan

1,505

15.96

12

JPMorgan Chase Bank National Association , New York , USA

1,465

1.38

13

Sumitomo Mitsui Banking Corporation , Tokyo , Japan

1,289

16.51

14

Société Générale , Paris La Défense , France

1,275

0.99

15

Banco Santander SA , Boadilla del Monte , Spain

1,253

4.46

16

Lloyds TSB Bank plc , London , UK

1,182

1.97

17

BPCE , Paris , France

1,170

17.85

18

Bank of America NA , Charlotte , USA

1,139

2.33

19

UBS AG , Zürich , Switzerland

1,063

0.32

20

HSBC Bank plc , London , UK

1,023

1.00

21

Citibank NA , New York , USA

1,015

0.58

22

Wells Fargo Bank NA , San Francisco , USA

978

0.40

23

UniCredit SpA , Milan , Italy

928

12.16

24

ING Bank NV , Amsterdam , Netherlands

852

0.54

25

Credit Suisse AG , Zürich , Switzerland

842

3.62

Table 4 - Ranking of top 25 global banks in the EU13

13

Source: Bankers Accuity, (Incorporating bankers Almanac), June 2013. (Based on 2012 balance sheets)
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Each of these banks is different, some having significant public (state) ownership while others remain in
the private sector. However they share some common issues:
- They may be regarded as "Too big to fail"14.
- All are large, technical and commercially adept organisations.
- All identify trust between customers, trading partners, politicians and citizens as key issues. Issues of
reward structure and moral hazard15 are of particular interest to external stakeholders.
- All operate across international borders and identify compliance against differing national requirements
as a challenge.

5.2.2 PESTLE
Political
The finance industry regularly receives a large amount of public attention recently most recently as a
result of the 2008 financial crisis. However this is just one of a number of issues that banks have faced
over centuries. According to the World Bank, of just under 100 banking crises that have occurred
internationally during the last 20 years, all were resolved by bailouts at taxpayer expense16. As a result
banks have been subject to substantial political attention over time and developed economies have
responded in two principal ways:
- By creating a legislative environment defining acceptable behaviour, compliance with which is
mandatory.
- By creating a regulatory authority17 whose rôle is to oversee banks within its jurisdiction.
A common problem raised by banks is the lack of common legislation across national boundaries,
ranging from differing degrees of bank secrecy18 through to statutory provision of capital ratios. Layered
on top of this are general laws covering Data Protection and business operation, which are again different
across national boundaries.
Politicians also aim to create behaviours in banks that support policy objectives, even though they are
not backed by legislation: preferential lending to small businesses being one example.

Economic
First and foremost banks are businesses and subject to all the normal pressures of businesses. Their
product, money, however does make them different. It is often easier for a bank than almost any other
type of organisation to construct and evaluate a business case. Unlike other businesses, the units of
cost and of benefit tend to be mainly financial and do not need to be translated from other asset or
benefit types. This can make it easier to build a case for Cyber Security and to support judgements
about payback period and investment return.
Currently, like the rest of economy, banks are rebuilding their asset bases, sometimes mandated by
legislation. While cash may be less available than hitherto, banks can take a realistic view about balancing
short and longer-term business needs.
By their very nature banks are targets for cybercrime because "that’s where the money is"19. All banks
identified fraud as one of their principal concerns. In the UK alone losses due to fraud were estimated to
be £3.5 bn in the financial sector in 201220.
Too Big to Fail: The Inside Story of How Wall Street and Washington Fought to Save the Financial System—and Themselves, Andrew
Ross Sorkin, Viking Press, 2009.
14

A situation where a party will have a tendency to take risks because the costs that could incur will not be felt by the party taking
the risk.
15

16

Boyd, John H. (April 2000), "A User’s Guide to Banking Crises". World Bank.

17

In the UK this is Financial Policy Committee (FPC) at the Bank of England.

A legal principle in some jurisdictions under which banks are not allowed to provide to authorities personal and account information
about their customers unless certain conditions apply (for example, a criminal complaint has been filed.
18
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19

William "Willie" Sutton (June 30, 1901 – November 2, 1980); a prolific American bank robber.

20

Annual Fraud Indicator, March 2012, National Fraud Authority.
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Social
As large organisations, banks tend to support corporate, social responsibility programmes and their
employees in a variety of social endeavours. They are also very much in the public eye and subject to
social pressures which can readily manifest themselves directly or indirectly in terms of financial impact.
As a result banks are mature in monitoring and interacting with their clients through all forms of media.
All banks participating identified social media as a growth area for them to facilitate communication with
their clients and also to provide channels for additional services, e.g. mobile banking.

Technological
All banks participating have demonstrated very high levels of technical competence. While not all staff are
technical experts, banks all employ dedicated IT and security specialists. All were very familiar with risk
assessment and deployment of IT security solutions and underpinning training to ensure the appropriate
human behaviours. All banks traded across national borders and money is moved electronically within
and between banks on a quasi-realtime basis.
Coupled with the ability to readily test business ideas through rapid business case generation this sector
is typically viewed as an early adopter21 in technology terms.

Legal
Owing to their importance as providers of finance for the economy and the vulnerability to the economy
of inappropriate bank behaviour; banks have a high profile amongst law-makers and this has been
covered in the ‘Political’ section above.

Environmental
In the conventional sense, banks have no specific impact or influences on the physical environment.
However all participants mentioned the “commercial environment” in which they operated and highlighted
the need to know with whom one was dealing and how to establish mutual trust with them.

21

Rogers, Everett M. (1962). Diffusion of Innovations. Free Press of Glencoe, Macmillan Company
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5.2.3 Baseline
This section and section 5.2.4 draw on the primary sources of the ADS Finance ICN meeting held
on London22 and the finance meeting hosted by VigiTrust in Dublin23, supplemented by other material
where cited. ADS wishes to record its thanks to its members and to VigiTrust and its participants for the
contributions made at these meetings.
The users have summarised their current baseline position in three views: as they see themselves; their
common concern over legislation and their deployment of technology. These are summarised separately
below:

As the sector sees itself
The sector is competent and articulate and represented itself as having the following characteristics24:
- digital centric (the whole industry’s value is in the data);
- global in scope;
- universally regulated in all countries;
- highly interconnected;
- characterised by high transaction speed and volume;
- highly concentrated in value;
- technically sophisticated in terms of systems and sector;
- a hybrid of business-to-business and consumer-to-business activity;
- clearly driven by the bottom line;
- a pre-existing culture of separation of duties;
- heavily relied on by all other sectors for funding, credit, and liquidity;
- highly trusted by citizens to function correctly.

Common concern over the legislative environment
All respondents shared a concern over the legislative environment in which they operated as the cause
of problems. Some of the more common issues are highlighted below:
- Need to prove Compliance with legislation and regulations including:
- Anti-money laundering
- Asset ratios
- Data protection
- Different (national) legislative approaches to the same sector
- EU does not have a common set of trans-national standards
- EU Convention on Cybercrime25 (provision 12, para2) which makes Directors criminally liable for
misuse of their company’s systems is being resisted (in full) in several countries.
- Botnet legislation makes the owner liable (e.g. arrests in US after “voting” down-loaded Botnets
which formed part of a DDOS attack)
- Cyber warfare is now defined, by the US, as an "act of force" which clarifies its insurance risk for US
companies (and others ?)
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22

ADS Hosted Finance ICN meeting, held in London, 10 December 2012.

23

VigiTrust, Board of Advisors: Annual Worldwide Meeting, Dublin, 11– 12 April 2013.

24

Finance ICN presentation, FIRE Partners’ meeting, 3 June 2013

25

Convention on Cybercrime, Council of Europe Treaty, CETS No.: 185, 1 July 2007
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Current deployment of technology

26

Table 5 shows technologies against the level of adoption as a % of the financial organisations using the
technology. The larger numbers tend to indicate mature products in wide adoption while the lower ones
may be correlated with emerging technologies just entering the market.
Antivirus

98%

Wireless security solutions

43%

Firewalls

97%

Encrypted storage devices

41%

Spam filtering solutions

90%

Incident management workflow
tools

39%

Anti-spyware software

86%

Email authentication

37%

Content filtering/monitoring

78%

File encryption for mobile devices

37%

Intrusion Detection and/or
Prevention Systems

74%

Network behaviour analysis

36%

Anti-phishing solutions

67%

Email encryption

34%

Vulnerability management

59%

Security compliance tools

32%

Web access management systems

53%

Data loss prevention technology

31%

Security log and event
management systems

51%

Enterprise single sign-on

29%

Web services security

48%

Federated identity management

20%

Network access control

45%

Data at rest security/encryption

18%

Biometric technologies for user
authentication

12%

Table 5 - Current sector technology deployment and % of organisation where deployed

26

Deloitte - 2012 DTTL Global Financial Services Industry Security Study
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Vision
The participants in the two workshops also painted a picture of current issues that highlight where they
would wish to be and what issues are currently causing them to concentrate resources.
- Extensive use of Mobile Banking and e-cash
- Use of Social Media to enhance customer experience
- Use and protection of big data
- Increased use of BYOD27, BYO Cloud and heterogeneous networks
- Generating and sharing situational awareness (and its impact on business)
- Formal methods for securing large systems
- Building a cyber insurance offering

27
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Bring Your Own Device
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5.2.4 Threats
In the two sections below we have drawn from the workshops and from supporting literature, mainly
from the USA, to provide a list of prioritised threats from the perspective of the user and separately
from the perspective of the technology. Given that our contributors were mainly from multi-national
organisations we acknowledge that the user view is only one perspective of the threat landscape but, as
explained in Section 5.2.1 we believe that it is an important and well informed view.

Threats from the user perspective
Finance ICN members identified the following threats. They are in the order that the ICN used but
members highlighted that the order has a degree of organisational bias and that other may place them in
a different order. Nonetheless they believe that these threats are representative of those that a common
across the sector, even if the order may differ from business to business.
- Financial Fraud
- Breaches of data protection legislation
- Hacktivism
- Coordinated attacks (i.e. multi-modal aimed at the institution)
- Employee errors, omissions and abuse - cyber insiders are a serious threat
- Security breaches involving third-party organisations including suppliers
- Proving Compliance with Policy
- Mobile banking
- Cross-border payment
- Cloud computing with its change in security policies and behaviours
- Customers not taking security seriously
- Rapid changes in threats require a tactical and strategic (including research) response.
- Engaging with others if there is a security issue can be challenging – trust issue.
- Research and business timescales are very different
- EU is too slow and bureaucratic to compete against ROW
Unsurprisingly, financial fraud from the insider threat and from external sources is top of this list and is
largely independent of technology but is facilitated by new attack vectors that are the result of technology
deployments.

Threats from a technology perspective
- BYOD and heterogeneous networks
- Cloud services and BYO Cloud
- Security of applications and e-enabled systems
- Identity management (fixed and mobile), super-identities, security protection, security of RBAC28
policies
- Multi-factor authentication to replace passwords, including use of biometrics
- Formal methods and analytical models for secure large systems
- Mobile banking and e-Cash
- Convergence of Social Media with on-line platforms, which allows increasing threats including:
malware; phishing; spam; targeting employees and failures caused by human error.
- "Social Engineering is a key topic for fraud, for the EU Research Agenda."
Both these elements contribute to user needs.
28

Rôle Based Access Control
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5.2.5 User Needs
Each of these user needs is drawn from the two workshops and/or from sources specifically cited below
and draw upon the PESTLE, Baseline and Threats described in Sections 5.2.2 to 5.2.4 .
Having been collected from different sources, some related user needs have been described in different
terms by the different sources. In the listing below an attempt has been made to place related items
sequentially and to order the list so that the higher priority items appear first29.

Ranked Higher Priority User Needs
1a. Combatting fraud
Fraud is a major concern for this user area with losses in the UK alone estimated to be £3.5 bn in the
financial sector 2012. This area covers a variety of topics and includes:
- Insider threat
- Targeted attacks from organised crime
- Opportunistic attacks from external sources
- Vulnerabilities created by customers (general public)
- Corporate trust mechanisms
Due to the level of loss, this area offers a high return to investment in the near, medium and long term.
1b. Combating cyber insiders
Like the insider threat, this type of vulnerability is the result of the competence and sophistication
exhibited by the bank’s own technical staff, perhaps having moved to other roles in the organisation
but armed with detailed knowledge of the technical infrastructure underpinning banking operations.
Sometimes these individuals will be acting in a malign way but they may alternatively be acting in a
misplaced sense of pseudo-responsibility, as the failure of Bearings Bank indicated following the loss of
$1.3bn by a single trader30.
This area is not well understood and common factors have not been identified nor the multiple motivations
that create these behaviours.
2a. Trusted systems for mobile banking
All banks have identified a move towards increased use of mobile transactions supported by a mobile
banking infrastructure, built around the mobile ‘phone network. Establishing a trustworthy, resilient,
auditable and flexible framework for mobile customers is a priority for banks and for their customers.
The range of issues extends from the solely technical to vulnerabilities introduced by poor customer
behaviours (e.g. social networking).
2b. Authentication of machine, organisation or person
Trust is a major issue for the financial sector, probably shared more widely and to differing degrees with
other communication and internet users. With the expansion of the ‘Internet of Things’, greater use
of mobile transactions and trust between and within organisations based on financial worth and local
legislative environment (mandating or inhibiting data sharing) the authentication and trust between people
and other entities is becoming increasing important and uncertain. Research is needed to provide an
architecture in which trust relationship can be established and tested together with specific (commercial)
tools to fill gaps that are discovered during the definition of this over-arching architecture.
3a. Proving compliance with appropriate legislation
Finance is a heavily regulated sector of the economy. Understanding and responding appropriately to the
requirements of legislation, in differing jurisdictions is a management problem but one which is largely
understood. However proving compliance is a problem and a substantial user requirement, both for legal
reasons and for reasons of internal corporate governance. Tools that assist in real-time and separately
as part of a periodic review (audit) would be extremely helpful.
29
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The Finance ICN has commented on the association and ranking of these items.

Rogue Trader, Nick Leeson, Published by Little Brown and Company 1996 and most recently reprinted by
Time Warner paperbacks 2003
30
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3b. Proving compliance with company policy
A similar need to that above is proving compliance with internal company policy. This area is wider than
that driven by specific domain-focussed legislation and extends to issues of general good governance
and compliance with company and external (e.g. ISO) standards.
4. Securing supply chains involving third-party organisations
Financial institutions are by no means alone in identifying that they inherit vulnerabilities from their supply
chains and indeed from their partners. There are no general means of modelling the effects of supplychain vulnerabilities and their impact on the other elements of the supply chain or indeed on the stability
of the supply chain organisation itself.
Another facet of this issue is the definition of good practice. The industry has in place the Payment Card
Industry Security Standards Council and produces guidance and standards for the sector, PCI DSS31
being the most well-known. While an important part of the extended supply chain, the PCI represents
only part of the myriad interactions between financial institutions. The issues of which standards, if any,
and how to establish trust and manage risk in large complex organisations remains an open question.
5a. Responding to coordinated attacks
Banks are subject to organised attacks of increasing sophistication often coordinated to act
simultaneously across multiple countries and coordinated using multiple attack methods. These attacks
are becoming known in the cyber underworld as "Unlimited Operations", because using sophisticated
computer-hacking techniques enable those involved to gain access to virtually unlimited criminal
proceeds. For example, in 2013 the losses from a single such operation was reported to have netted
$40M in just 10 hours by compromising 36,000 ATMs in 24 countries32. Such attacks frequently span
multiple financial institutions and not just the network of one organisation. Equally the attack methods
can be sophisticated and involve fraudulent funds transfer not ATM compromises as in the example
above.
Coordinated research is needed in several areas to address this issue and includes:
- Prevention methods
- Identification in real time of anomalous behaviour
- Real-time response to such behaviours
- Rapid communication of this activity to other potentially vulnerable parties.
5b. Collaborative Situational Awareness/Understanding (of threats)
The sector needs to understand, in real-time, the changing threat landscape.
5c. Response to rapid changes in threats
Similar in scope to "Responding to coordinated attacks", above.
6a. Need to protect more than just the perimeter
Users have identified that they need a layered defence, i.e.one that is built using multiple tools and
policies to safeguard multiple areas of the network against multiple threats including worms, theft,
unauthorized access, insider attacks and other security considerations. A layered defence ultimately
should be able to provide adequate security at the following levels: system level security, network level
security, application level security, and transmission level security33.
Users have requested34 that the following be given attention:
- Identify and secure the IT assets
- Ensure security of new applications
- Address security of legacy applications
31

PCI DSS - Payment Card Industry Data Security Standard, Version 2.0, October 2010

32

USA Today, 10 May 2013: “Hackers stole $45 million in ATM card breach”

33

Definition taken from ‘Webopedia’, June 2013

34

Rebuilding confidence in financial services through robust cyber security strategies, Accenture 2010, Tim Elliott and Yemi Saka
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6b. Build a hard-nosed “culture of security”
Cultural issues around human behaviour permeate the whole of this area and creating the ‘right
behaviours’ within organisations, in their supply chains and with their customers, causes problems for
users in this area.
6c. Educating customers about mobile device security
Customers have been widely recognised by this sector as sources of vulnerabilities. This item is linked
to the two above and represents the specific human factors side of the problem.

Unsorted Lower Priority User Needs
Systems for cross-border payment
How does one establish chains of trust for cross-border payments ? This is in addition to providing
compliance with differing data protection, audit and other legislative requirements.
Cloud computing with its change in security policies and behaviours
Virtually all issues associated with cloud computing raise concerns over trustworthiness. For example,
is the system secure, resilient and private? How do you prove it? Where are the data held, under what
jurisdiction is personal data being held? On top of this is the changing environment, in the UK at least,
whereby the protection measures (protective marking) being mandated for government data in the cloud
are being revised.
Analytical Models (of the macro financial sector)
All workshops have emphasised the size, speed, sophistication and above all, complexity of the sector
which complements the work of others in the US35, who have highlighted this as a key issue for them.
The lack of understanding covers the independency and lack of understanding of the system elements
of the financial sector, as a large system and understanding and modelling the influences on its stability,
hidden dependencies, interacting and cascading effects, especially in relation to large impact events.
Resiliency of systems including self-healing and event mitigation
Little objective data are available about understanding the needs for reliability in this sector and the
need for resilience and robustness as part of a trustworthy solution. Often reliance is placed on contract
conditions, such as "five nines"36 or the number of minutes down-time per year that is acceptable.
However users may be content with reduced performance during times of partial system failure or
external attack. Novel methods of providing both reduced performance and automatic healing of
systems may provide additional resilience and robustness, perhaps drawing on the experience drawn
from the biological world.
Leverage of academic research for the financial services sector
Both users and academics have highlighted that researchers37 (and others) need trusted access to full
scale systems to provide appropriate scalable solutions (In the US this problem is being addressed by the
PREDICT38 initiative, from the Department of Homeland Security Science and Technology directorate).
The virtual centre provides a common framework for managing datasets from various data providers.
Currently no such provision of data exists in the EU.
Privacy of customer data
Users are under obligations from: European data protection legislation; National directives and
competitive pressure to protect clients’ information and to prove that they are doing so. Challenges in
this area include the need to provide suitable processes and technology to implement the need and to
prove that this has been done.
National Cyber Defense Financial Services Workshop Report – 2009. Sponsored by: National Science Foundation and
Department of Homeland Security Science and Technology
35
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i.e. A reliability figure of 0.99999.

37

The second World Cyber Security Technology Research Summit, CSIT, Queens University, Belfast, March 2013.

38

A Protected Repository for the Defense of Infrastructure against Cyber Threats
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Currently a variety of mechanisms including encryption and external gates and guards are used to meet
the need and reliance is placed on processes and auditing of processes to prove compliance.
The threats to this area include loss of reputation from a data breach, legal and financial consequences
of a breach and potential long term losses as personal data is misused by assailants. The threat in this
area is rising as the value of the data held rises.
New problems include the increased vulnerability of users themselves as banking becomes increasingly
mobile.

5.2.6 Summary of key user needs
Ranking

User Need

1

Combatting Fraud and cyber insiders

2

Establishing trust and authentication in fixed, mobile and M2M environments

3

Proving compliance

4

Security supply chains

5

Real time collaborative situational awareness and response

6

Organisation wide, technical and cultural security
Table 6 - Ranked key user needs in the FINANCE sector
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5.3 Government
5.3.1 Introduction to the e-Government domain
Preliminary investigation, outside the original scope of work of the project, has been tentatively undertaken in the e-Government domain. In one Member State cyber defence has been extensively deployed
and tested while others have had mature e-Government programmes dating from 1997 and generating
defined user needs in pursuit of predominantly economic benefits.
While not included in this report at this stage, the project partners intend to complete an investigation
of user needs in this additional domain and up issue this report to be co-incident with the issue of the
either D3.2 and/or D3.3. The initial investigation has identified 4 Key User Needs which are carried into
the analysis but we are aware that others exist, some of which may have a higher priority when weighed
in a broader European context.

5.3.2 Tentative User needs
Determined Digital signature formats
At the moment digital signature formats are described and standardized on very technical level and the
meaning of optional fields is interpreted in very different way. The main need of e-Government systems is
trustworthy communication between Government and Citizens, Citizens and Government and between
Governmental Institution themselves. Therefore the detailed description of used digital signature format
with explanations in practical terms is one of the more urgent needs.

Legislation, enabling Cross Border Digital Signature
One of main principles in EU is free movement of people and goods. Moving between countries citizen
needs data from various countries databases and wants to be able to sign documents in all EU countries. This requires suitable legal framework and EU is putting lot of effort to develop directives enabling
cross-border digital activities.

Trust models in authentication
A model which allows bidirectional authentication of: citizens with the government; government departments with each other and government with its commercial partners. Trust models need to be proportionate to the tasks being undertaken and layered to provide higher (and lower) levels of trust when
appropriate.

Privacy of citizen data
Protection of data needs to be compliant with EU Regulations and Directives while meeting the changing
needs of citizens who appear to be increasingly happy to share their personal information. (This appears
to be particularly prevalent amongst the younger citizens). National differences in interpretation of Directives create additional complexity in handling these data where cross-border issues are concerned.
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5.3.3 Summary of key user needs
Ranking

User Need

1

Trust models in authentication

2

Determined Digital signature formats

3

Legislation, enabling Cross Border Digital Signature

4

Data privacy legislation
Table 7 - Ranked key user needs in the e-GOVERNMENT sector
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5.4 Health
5.4.1 Overview of the domain
What are the characteristics of the Health sector ?
Health sector in Europe is mainly a public service. Health sector, in Europe, is in any case politically
driven. Decision makers are politicians at national or regional level, depending on the country. It is one
of the most important public service perceived by citizens and it has the biggest influence in the
prosperity of society.
Health sector is in permanent evolution by nature, it is a scientific community and R&D in an intrinsic
manner. Research in health integrates many fields: biology, technology, pharmacy, nano-technology,
biochemistry, … and lastly ICT is playing a significant role.
Health systems are extraordinarily complex in many dimensions. There are a great variety of specializations
and professional roles, highly interconnected among them in complex processes. Health systems are
big, usually providing services for millions of citizens, and are distributed all along the territory.
Human factors play an important role: the hierarchy is distributed, there are many different roles and
doctors use to have high decision making capacity. Change resistance has been shown to be strong
and difficult to manage.
Health sector is critical in many senses. It has to be reliable during emergencies and the availability of
health services should be guarantee in natural disasters, accidents or terrorism acts.
ICT adoption by health systems has been shown to be difficult39, 40, 41 and it is delayed in comparison
with other sectors42, even when the advantages have been largely highlighted. There have been some
remarkable failures in e-Health deployment around the world.
Health sector is a fragmented market. All private and public healthcare providers started developing
independent ICT systems and in subsequent deployments the need of some localization appeared.
Health sector is an information intensive industry and health data requires maximum privacy
guarantees.
Health data have some differential characteristics:
- Health status, or even life or death, depends on them.
- Maximum privacy must be guarantee, by law.
- All relevant lifelong data, including digital imaging, could be huge.
- Data belong to the patient.
- Many people (many doctors, many nurses, cares, care centres, the user itself, public-private centres,
…) many devices from many places should access them, to read and to write information.
- Europeans have the right to travel all around Europe and receive health assistance and therefore
health data should be accessed from anywhere.
Reflections on a decade of eHealth – the second stage in Healthcare Transformation. Prepared by the Board of Directors of the
European Health Telematics Association (EHTEL). 2009
http://www.ehtel.org/references-files/ehtel-briefing-papers-pdf/the-three-ages-of-ehealth-briefing-paper-v-public.pdf
39

European countries on their journey towards national eHealth infrastructures. Karl A. Stroetmann, Jörg Artmann, Veli N.
Stroetmann with Denis Protti, Jos Dumortier, Sarah Giest, Uta Walossekand Diane Whitehouse. January 2011
http://www.ehealth-strategies.eu/report/eHealth_Strategies_Final_Report_Web.pdf
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http://ckdp.ca/2009/10/12/e-health-fiasco-in-ontario/

Communication from the commission to the european parliament, the council, the european economic and social committee and
the committee of the regions. eHealth Action Plan 2012-2020 - Innovative healthcare for the 21st century /* COM/2012/0736 final */
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2012:0736:FIN:EN:HTML
http://www.ehtel.org/references-files/ehtel-briefing-papers-pdf/the-three-ages-of-ehealth-briefing-paper-v-public.pdf
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ICT systems for Health, usually called e-Health are:
- Complex: Implementing the complex Health schemes.
- Distributed and connected all around a region, a country or even Europe.
- Big, including millions of people, hundreds of hospital and primary care facilities.
- Heterogeneous. Integrating legacy with sophisticated high tech devices and new schemes, as cloud.
- Intensive in data.
- Critical in emergencies. In case of damage fast recovery is needed
- Used by a huge amount of diverse people with not necessary enough computational skills
- Increasingly mobile. Smart-phones and tablets are becoming common devices in the hands of
professionals and citizens. There is a booming of apps and complementary devices that is called
m-Health, the impact is especially significant in developing countries.

Who are the major players ?

43, 44, 45

In Europe there are two main models for Public Health Systems: Beveridge (like UK, Spain and most
of Scandinavia) where health care is provided and financed by the government through tax payments,
just like the police force or the public library; and Bismark (Germany, France, Belgium, … ) It uses
an insurance system usually financed jointly by employers and employees through payroll deduction.
Insurance industry has to cover everybody and they don’t make a profit. These models basically define
the relationship between public and private service providers and the reimbursing model.
Europe has been a pioneer region in the world in early development of e-Health, more specifically some
countries (Scandinavian, Spain, UK, France, Germany…), in parallel with other regions around the world
like Australia, Canada or Japan.
Industries of all size have grown up to provide solutions to local and fragmented demand side:
- Some worldwide ICT big players have moved into e-Health market: Microsoft, IBM, Oracle, SAP,
Cisco, Accenture, Intel, Intersystems, etc. Some ICT European companies have also got a position:
Indra, Atos, T-system. Others are getting in, like O2 Health
- Biggest Health Company in the world, like McKesson, have extended its offer covering ICT.
- Some hardware and medical devices manufacturers also offer ICT: Philips, General Electric, Hewlett
Packard, Siemens, Toshiba, Hitachi, Agfa, etc.
- Big and medium size companies, specialising in some concrete applications like Tunstall (telehealth)
or Carestream (digital image).
USA is now a vibrant growing e-Health market, pushed by Obamacare46. Australia and developing
countries like Brasil, India and China are growing fast either. The strong decline in expenditure in Europe
on e-Health is threatening the leading position achieved few years ago. Local service and adaptation is
mandatory, one size doesn’t fit all.

Business Models for eHealth
Lorenzo Valeri (Rand Europe), Daan Giesen (Capgemini Consulting), Patrick Jansen (Capgemini Consulting), Koen Klokgieters
(Capgemini Consulting)
Prepared for ICT for Health Unit DG Information Society and Media European Commission. 28 February 2010http://www.myesr.org/
html/img/pool/business_models_eHealth_report.pdf
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Oportunidades de negocio en el campo de la eSalud. Una visión particular desde Gipuzkoa. Septiembre de 2010. B+I strategy.

45

“Explaining international IT application leadership: Health IT” http://www.itif.org/files/2009-leadership-healthit.pdf

46

http://en.wikipedia.org/wiki/Obamacare
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What are the current challenges ?
The ageing population47 is a worldwide phenomenon with multiple implications48. The influence over
the health and care systems costs is expected to be dramatic49, 50, 51, 52, if nothing changes. There
are others reasons that also increase health cost expectance, and in combination with the current
economic situation the long-term sustainability of cure and care public services, as we know them today,
is threatened.
Current health and care systems were designed mainly after the second war world, when acute illnesses
were the most essential need at the moment. But the success of the welfare state, scientific development
and economic boom made our lives longer and today, actually, the most resources demanding are
chronic diseases.
Our current care and cure system is not tuned to provide efficient and effective attention to chronic
diseases53, 54, 55. To provide better treatment with less cost and keeping better quality of life of chronic
illnesses a deep change has to be introduced into the health and care public system. ICTs are a necessary
enabler to this change.
This necessity of change has been foreseen from the European commission since 2004. It was identified
as a major challenge and strong efforts have been applied. Main barriers have been identified and
concrete measures have been adopted. The leadership of the EC in this field has been essential for
fostering up taking, even when it always seems to be delayed. Mobility of European citizens is also a
main driver for European initiatives. The European effort has been fruitfully but the challenge is fabulous
and most part of the job is still pending.
The new model of health care provision needs some significant changes:
From ‘curative care’ to ‘preventive care’
From ‘hospital-based’ to ‘patient-centred health system’
This new model is based in empowered citizens: informed, activated users, not necessarily patients; and
supportive, prepared, proactive clinical practitioners. This implies also a deep cultural change in both
professional and patients. Patients become responsible of their own health and clinical practitioners
should adopt more a coach attitude. The relationship becomes less personal and much more based on
data and remote communication56, 57, 58.
Patient centred model and preventive care need monitoring, based on the use of remote devices and
a big challenge: the health and care system integration and reengineering. The most widely accepted
patient centred model about chronic diseases is "The chronic care model59.
Global Health and Aging. Word Health Organization. NIH Publication no. 11-7737 October 2011. http://www.who.int/ageing/
publications/global_health/en/
47

The 2012 Ageing Report Economic and budgetary projections for the 27 EU Member States (2010-2060). ISBN 978-92-7922850-6. © European Union, 2012
http://ec.europa.eu/economy_finance/publications/european_economy/2012/pdf/ee-2012-2_en.pdf
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Global Aging 2010: An Irreversible Truth. October 7, 2010. Standard & Poor's. www.standardandpoors.com/ratingsdirect
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eHealth Task Force Report. Redesigning health in Europe for 2020. ISBN 978-92-79-23542-9. © European Union, 2012.

Ready for Ageing?. Published by the Authority of the House of Lords. 14 March 2013.
http://www.parliament.uk/public-services-committee
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Senior Watch study – http://www.seniorwatch.eu.

The Power of Prevention
Chronic disease . . . the public health challenge of the 21st Century. National Center for Chronic Disease Prevention and Health
Promotion. 2009.
53

54

Chronic disease management and remote patient monitoring. Eurohealth. Volume 15 Number 1, 2009.

CONFERENCIA NACIONAL PARA LA ATENCIÓN AL PACIENTE CON ENFERMEDADES CRÓNICAS Sevilla, 20 de enero de
2011. Grupo de Trabajo de la Sociedad Española de Medicina Interna (SEMI) y la Sociedad Española de Medicina Familiar y
Comunitaria (semFYC). ISBN: 978-84-96378-63-6
56 TRANSFORMING THE DELIVERY OF HEALTH AND SOCIAL CARE The case for fundamental change Chris Ham Anna Dixon
Beatrice Brooke © The King’s Fund 2012. ISBN: 978 1 909029 00 2 www.kingsfund.org.uk/publications
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A Strategy to Tackle the Challenge of Chronicity in the Basque Country July 2010. http://cronicidad.euskadi.net

58

https://connect.innovateuk.org/web/dallas

From “Designing Practice for Chronically Ill Patients: The Chronic Care Model” as presented by Ed Wagner MD, MPH in Atlanta,
February 2002
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This model of Health is ICT intensive.
While this goal needs a high political commitment, the change has already started. Internet already offers
to citizens many sources (not all of them are safe) of health information, specific social networks, on-line
self-diagnosis tools, monitoring devices, etc. All these together with higher cultural level of the population
have fostered a change of attitude of many citizens, more responsible and empowered about their own
health management and control.
This change of model is on the go and ICT adoption is a main driver:
- Monitoring of health parameters is already available and the offer will not stop growing. Tele-care,
tele-health, Ambient Assisted Living are necessary enablers.
- Social networks, social media, internet and m-Health are unstoppable trends for citizens getting
- More and more empowered about their own health
- m-Health is opening absolutely new ways to operate medicine. It is a revolution in developing
countries
- Personalization is a long way ahead. Genetic analysis as a commodity has started and it will open
absolutely new ways of prevention and treatments. From prevention to predictive medicine.
Virtua models of human body are on research labs either.
- New gadgets as robotics, sensors (including in body) open dramatically new possibilities and
challenges.

Summary
1. The current penetration of ICT in the health system is under developed, mainly due the complexity of
the system, the need of long-term political commitment and even change resistance of professionals
and citizens.
2. There is an urgent need of deeply transforming the health and care system due to the sustainability
threat, mainly caused by the aging population, increase of patient expectation and economic crisis.
3. Mobility around Europe is a citizen’s right
4. People are already getting control of their own health: monitoring, m-Health, social networks
5. New health paradigm includes prevention, ubiquity, community care, social relationships, coordinated
and integrated work, … Limits become fuzzy
6. ICT plays essential role in this evolution as an enabler
7. The main challenge is to redesign and integrate a pull of public-private systems and services.
It is needed:
a. Political leadership, commitment and European cooperation.
b. Culture change, moving attitudes and empowering people: professionals and citizens.
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5.4.2 PESTLE
Political
Decision-making capacity in the e-Health domain is in the political arena. Competences are distributed
at European, National and Regional level. Depending on the country main decision-making level is at the
regions (like Spain) or at national level (as UK).
EC contribution to e-Health deployment is being capital, creating a common long term vision, identifying
and facing main barriers, encouraging collaboration as a mean to mitigate fragmentation, promoting
best practices sharing and coaching between regions, funding research and innovative deployment and
developing solutions for interoperability and legal framework. e-Health is high in the European agenda,
but adoption rhythm is very heterogeneous along Member States and Regions.
The most relevant European activities on e-Health and Independent living at the policy level started
with the Action Plan for a European e-Health Area (April 2004), mainly focused in creating the basic ICT
infrastructures on e-Health. During this stage few regions in Europe started to make their plans. Few
years later, after some real deployment in Europe, work carry on with a white paper “Together for health”
COM (2007) 630 (October 2007) and the “Communication on lead markets” (December 2007).
In June 2007 the aging population took position in the European Agenda with the Aging Well in
the Information Society Action Plan. It was followed by the launch of the AAL JP and research and
implementation work areas, funded under FP6 and FP760 and CIP.
In July of 2008 several regions in Europe had a lead position in the world in the development of
e-Health. There were enough critical mass in Europe to launch the Recommendation on cross border
interoperability of EHR systems. This recommendation resulted in the commissioning of a couple of very
relevant European projects (CALLIOPE and EPSOS), which are still going on pursuing the development of
a European interoperability framework, with a remarkable acceptance along member states.
The next step in the European goals is declared in the Communication on “telemedicine and the
benefit for patients, healthcare systems and society” (November 2008). Telemedicine, mainly
oriented to chronic diseases treatments, is highlighted.
Europe 2020 was published in 2010 in the context of the economic change. The aging population ranks
as one of the three main European challenges for the decade. The effort on ICT for aging and e-Health
converge in this new stage with the e-Health priorities. The vision of Health become broader and it
concentrates in new paradigms of health provision, more efficient in order to face the challenge of chronic
diseases.
Europe 2020 is supported by several complementary initiatives. The Digital Agenda for Europe (May
2010) addresses interoperability, legal framework, ICT industrial development, among other things. A
totally new initiative is put in place to overcome the complex barrier around the deployment of the new
Care&Cure models needed to break down the growth of public health and long term care expenditure, EIP
on Active and Healthy Aging (2011), creates a high level multidisciplinary network, voluntarily joined, with
no assigned funds, to define research and implementation needs, identify solutions for legal, technical or
political barrier and inspire actions in Europe. The goal of the EIP AHA is to prolong, by several means,
the average healthy lifespan of Europeans by 2 years by 2020. It is supported by DG Connect and DG
SANCO.
In parallel, the Directive on patient's rights for cross border care, Art 14 (March 2011), advances in the
right of Europeans to receive health care all along Europe, identifying technical and legal requirements.
The new economical challenge in Europe facilitates the e-Health Governance Initiative (2011), a high
political instrument to allow Member States commitment. It is followed by e-Health Task Force report:
Redesigning health in Europe for 2020 (2012).
Seventh Framework Programme for Research (FP7): Personal Health Systems, Patient Safety, Virtual Physiological Human
(~100M€/year)
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In December 2012 is published the new e-Health Action Plan 2012-2020 - Innovative healthcare for
the 21st century (Dec 2012), with a clear will to action.
The European political context at this moment is characterized by the pressure of the economic crisis,
that makes necessary long term changes but difficult the implementation of further steps, high political
support and a very broad vision.

Economical
The evolution of public expenditure associated to the provision of Health and Care systems in European
Countries, due to the aging population phenomenon is analysed in61:
"Whilst public health expenditure in EU27 was at 5.9% of GDP in 1990 and 7.2% of GDP in 2010, the
projections show that expenditure may grow to 8.5% of GDP in 2060 only on accounts of demographic
ageing"
"For the EU27, public expenditure on Long Term Care is projected to increase by more than 80%. In
percentage points, the projected increase amounts to 1.5 p.p. of GDP on average for the EU27, i.e. from
1.8% in 2010 to 3.4% in 2060."
This projection creates strong pressure over governments to accelerate the adoption of ICT technologies
and to evolve the current health and care models. ICT are enabler of efficiency and cost reduction62.

Social
There are several significant social factors that dramatically affect the provision and the future of health
& care systems.
First one is the global phenomenon of ageing population. The economic, social, scientific boom of last
century created the baby boom generation (born 1945-1965). In parallel the success in acute illness
treatment and the increase in life quality has caused an extraordinary reduction in mortality rates, especially
in children. Cultural changes and new ways of life induced a reduction in birth rates, accompanied by
migratory changes.
The ageing population is one of the three most relevant challenges identified in Europe 2020. It has a
direct implication on health and care cost, also in pensions and labour market.
The continuous increase on health provision quality, the growing availability of new expensive screening
techniques and the empowerment of citizens mainly through the use of Internet create an increasing
expectation and demand for high-quality care from citizens.
The change of habits, including fast unhealthy food and sedentary lifestyle, is creating an increasing
prevalence of chronic conditions, not only among elder people.
The mobility of citizens and patients is increased and service should be provided all around Europe for
anyone.
All these factors are creating rising in healthcare cost and a growing pressure on healthcare systems:
Over 100 million citizens, or 40% of the population in Europe above the age of 15, are reported to have
a chronic disease; and two out of three people, who have reached retirement age, have had at least two
chronic conditions.
Moreover, it is widely acknowledged that 70% or more of healthcare costs are spent on chronic diseases.
This corresponds to 700 billion EUR or more in the European Union and this figure is expected to rise in
the coming years63.
The 2012 Ageing Report: Economic and budgetary projections for the EU27 Member States (2010- 2060)
Joint Report prepared by the European Commission (DG ECFIN) and the Economic Policy Committee (AWG)
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http://www.ehealth-impact.org/download/documents/ehealthimpactsept2006.pdf
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eHealth Task Force Report. Redesigning health in Europe for 2020. ISBN 978-92-79-23542-9. © European Union, 2012.
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Technological
Current technology adoption by public-private Health Systems include the following main building blocks:
- Electronic Health Records (EHR)
- ID health card
- e-Prescription
- Telemedicine
- Others elements combined with them like online appointment, management software, etc.

Patient summaries and Electronic Health Records
“…Using the epSOS64 project's definition, a patient summary is defined as a minimum set of a patient’s
data which would provide a health professional with the essential information needed in case of
unexpected or unscheduled care (e.g. emergency, accident), but also in case of planned care (e.g. after
a relocation, inter organizational care path).

Electronic Health Records
When it comes to the term EHR it is much less clear what is meant. To develop a more consistent use of
the term, the following distinctions must be made :
Electronic Medical Record (EMR) – the electronic record of an individual in a physician’s office or clinic,
which is typically in one setting and is provider- centric.
Electronic Patient Record (EPR) – the electronic record of an individual in a hospital or health care
facility, which is typically in one ‘organization’ and is facility-centric.
Electronic Health Record (EHR) – the longitudinal electronic record of an individual that contains or
virtually interlinks data in multiple EMRs and EPRs, which is to be shared and/or interoperable across
healthcare settings (inter- institutional) and is patient-centric.

ID health card Electronic identifiers (2)
The Action Plan noted that “the need to identify a person unambiguously is an important component” of
any national or regional e-Health infrastructure. This applies not only to citizens/patients and healthcare
professionals, but also to health- care providers and pharmacies.
The interest to use e-Cards as a token for professional ID and as access tool to e-Health systems has
increased considerably in recent times, from only 7 countries reporting such activities in 2006 to 18
in 2010. In nine European countries, smartcard systems for healthcare professional identification are
already in place.

e-Prescription
The epSOS project defines e-Prescription as a service made up of electronic prescribing and electronic
dispensing:
e-Prescribing is defined as the prescription of medicines via software by the healthcare professional legally
authorized to do so, and for dispensing, once it has been electronically transmitted, at the pharmacy.

Telemedicine
It is the use of telecommunication and information technologies in order to provide clinical health care
at distance. It helps eliminate distance barriers and can improve access to medical services that would
often not be consistently available in distant rural communities. It is also used to save lives in critical care
and emergency situations.
Telemedicine can be broken into three main categories: store-and-forward, remote monitoring and realtime interactive services.
Technologically it can be as simple as a videoconferencing (used in rural areas for dermatology for
example) or as complex as tele-surgery on a boat.
epSOS (Smart Open Services for European Patients) large scale pilot project has assembled by now 23 Member States and other
European countries to bring forward cross-border e-Health interoperability. www.epsos.eu
64

54

Health

Technology is a basic driver for evolution; adoption is slower that it would be expected, showing the
advantages that ICT could offer to compensate the current challenges in the sector.
The e-Health offer is growing dramatically both for public or private services provider and for end-users.
Many efforts are going on in interoperability and standardization, but still is an open issue.

Legal
The necessity and the lack of a clear European framework to manage data protection and medical
liabilities were identified in the first Action Plan 2004.
The Action Plan 2004 said "confidentiality and protection of patient data is governed by the general
European Union rules of data protection, as well as by the requirements of e-Privacy legislation regarding
communications infrastructure65.
Every country and sometimes every region has their own set of laws and rules: "e-Health is currently
regulated only by the general legal framework, in particular by laws on patient rights and data protection,
and by regulations on professional conduct"66.
The e-Health ACTION PLAN 2012 identified as a burden: "lack of legal clarity for health and wellbeing
mobile applications and the lack of transparency regarding the utilisation of data collected by such
applications; inadequate or fragmented legal frameworks including the lack of reimbursement schemes
for e-Health services".
And actions are planned to overcome this barrier using the created high level political instruments: "From
2013 the Commission will engage in discussions on legal issues affecting e-Health, within the e-Health
Network and other fora, such as the European Innovation Partnership on Active and Healthy Ageing
(EIP AHA), as well as cross-sectoral legal work linking e-Health to other ICT-led innovation, with the first
conclusions foreseen in 2013-2014".
The European Data Protection Supervisor has said about the Data Protection Regulation 2012 :
"Main weakness of the package: lack of comprehensiveness in not remedied". It is not clear enough
about some e-Health scenarios, related with cross-border and new applications:
- National informed consents are different, along member states.
- Some applications, like m-Health, health and wellbeing or cloud computing, create legal complex
scenarios.
The e-Health Action Plan 2012 has launched a Commission Staff Working Document on the applicability
of the existing EU legal framework to telemedicine services. One of the three objectives is the review of
the data protection directive.
The e-Health Action Plan 2012 foresee to have preliminary results on 2013-2014.
Health sector is also affected by the European Programme for Critical Infrastructure Protection67.

Environmental
e-Health has no direct relevant impact over the environment. Telemedicine reduces travels.
The Data Protection Directive 95/46/EC OJ L 281, 23.11.1995; Electronic Signatures Directive 99/93/EC OJ L 13, 19.1.2000;
or the Telecommunications Privacy Directive, 02/58/EC OJ L281, 31.7.2002 that replaced 97/66/EC. Directive 2000/31/EC of
the European Parliament and of the Council of 8 June 2000 on certain legal aspects of information society services, in particular
electronic commerce, in the Internal Market (Directive on electronic commerce), OJ L 178, 17.7.2000, p.1.
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European countries on their journey towards national eHealth infrastructures
Karl A. Stroetmann, Jörg Artmann, Veli N. Stroetmann with Denis Protti, Jos Dumortier, Sarah Giest, Uta Walossekand Diane
Whitehouse. January 2011. http://www.ehealth-strategies.eu/report/eHealth_Strategies_Final_Report_Web.pdf
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Communication from the Commission of 12 December 2006 on a European Programme for Critical Infrastructure Protection
[COM(2006) 786 final – Official Journal C 126 of 7.6.2007].
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:52006DC0786:EN:NOT
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5.4.3 Baseline
Trustworthy ICT systems for Health must protect intangible and tangible assets68, like:
Intangible: Health and life, Human rights and social values, National healthcare system provision and
sustainability, Mobility and Autonomy and Personal Data
Tangible: Electronic health records (EHR), Electronic prescriptions, Personal information, Public health
research data, Technology Equipment, Health cards or ID tokens, Health monitoring devices, Data
centres and call centres, Hospital information technology systems and Networks
Main Technical security requirement on e-Health:
Identification (people and devices)

Availability

Access control

Non-repudiation

Confidentiality

Audit

Integrity

Legal compliance

Information security on e-Health is not a question of technology itself but a full complex process69.
It starts with the definition of the Information Security Framework (ISF), based on standards, mostly the
ones defined by ISO (mainly 27001) and ITIL’s V3, and NISF 800-66 in USA.
The Information Security Framework provide guidance on the key elements of a Information Security
Program: governance, policies, risk management, training and awareness, security controls and ongoing
monitoring70.
The framework election would be complemented with auditing; review of audit findings and establishing
priorities, developing policies, procedures and controls accordingly.
This work will lead the development of the Security Program is put into operation. These are the
components that ensure policies are being enacted and enforced. They can be organizational, physical,
technical, procedural and governance. Safeguards implement these controls. Safeguards could be
administrative, physical and technical.
Technical safeguards include access controls, audit controls, integrity, authentication and security
transmission.
Access control is based on an access control policy, administration and finally on technologies for
implementation. Most common technologies used for access control are: passwords, digital signature,
tokens (Smartcards, RFID, RSA SecurID) and biometrics. Health care organization tends to implement
Role-Based Access Control (RBAC), grouping users with similar access requirements under common
access roles. Remote access is also required in most healthcare organizations.
For Health care as for any other complex system Network security is an evolving challenge. Main build
blocks are: Internet Edge/DMZ Block; Firewalls, including Deep Packing Inspection; Secure File Transfer
Protocol (SFTP); Virtual Private Networks (VPN); SSL Clientless VPN; LAN-to-LAN IPsec Tunnels;
email security, Network Core Block; data Center Aggregation Block and Virtualization. It is becoming
necessary to have more granularity in the segmentation of users and devices to effectively manage
security on the internal network through network segmentation (medical subnets, user group subnets,
restricted subnets, specialized subnets, server subnets).
New mobile devices (PDAs; Personal Computers; tablets; mobile phones (SMSs); Smartphone’s; Cardio
Messengers, used to get data from implantable cardiac defibrillator (ICD); sensors) using wireless
protocols (Zigbee, Wibree, RFID, Near Field Communication, Bluetooth, WiFi) make use of remote
access control and data encryption. Safeguard controls for mobile devices include: mobile device
management; encryption; VPN; authentication; antivirus; policies, procedures and standards; education
and awareness; user agreements, audit logs, remote wipe.
Being diabetic in 2011’. Identifying emerging and future risks in remote health monitoring and treatment.
© European Network and Information Security Agency (ENISA), 2009
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Implementing Information Security in Healthcare: Building a Security Program Terrell W. Herzig, MSHI, CISSP, Tom Walsh, CISSP,
and Lisa A. Gallagher, BSEE, CISM, CPHIMS, Editors
http://marketplace.himss.org/OnlineStore/ProductDetail.aspx?ProductId=376976692
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An Incremental Approach to Building an Information Security Program. Pankaj Sharma. EDUCAUSE Review Online.
http://www.educause.edu/ero/article/incremental-approach-building-information-security-program
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Encryption is used in wireless networking, mobile devices data storage; database encryption (three
approaches: File-level, Coms-level, application-level), Secure Sockets Layers, email encryption and data
backup encryption.
Information security on e-Health also implies Application security, that means from development lifecycle,
secure coding practice and operational application security.
Business continuity and disaster recovery respond to the requirement of a critical infrastructure necessary
under any situation of natural or provoked catastrophe.

5.4.4 Threats

71, 72, 73, 74, 75, 76

Privacy
Data access and management in the Health sector could present vulnerabilities, like :
- Many people and many devices have access to data from many places. It must be fast and ease.
- In most industries, the default rule is to deny access when in doubt. For healthcare the rule is to allow
access when in doubt. Usability is as important as privacy. If patient safety depends on data access it
should be prioritized. It implies a risk of unauthorised access, modification or disclosure of a patient’s
medical data.
- When there is a lack of traceability, the patient can’t be aware by whom, when and why its data have
been accessed.
- Electronic Health Records are a huge amount of data (personal and medical) collected and stored in
databases easily accessible and linked. Adding genetic information is increasing the value and the risk
of data.
- Complexity of medical data increases the risk of mistakes in data handling.
- It is not difficult to find insufficient security technologies: lack of or inadequate identification and
authentication controls, lack of or inadequate logical access control and unencrypted Data Storage.
- Data belong to the user. Ordinary people, not necessarily high digital skilled, have to make decisions,
implying reasonable understanding, about the digital use of their health data. This is an open debate.
- Mobility of people all around Europe open new privacy issues. There is a lack of common legislation/
interpretation in Member States.
- People share experiences and data about their health in Social networks, Social Media and Internet.
Data can’t be easily deleted.
These vulnerabilities derive in threats like:
- Unauthorized access, modification and/or deletion of patient data, along the chain of data collection
and processing, by unauthorised individuals.
- Data surveillance and profiling. Used for targeted selling or for discrimination or harassmentXLIII.
Business models for stolen health data is not mature, but probably it would be soon.
- Non-compliance with data protection legislation.
Breach of confidentiality and/or integrity. Eavesdropping, spoofing, deletion on the interface
between a medical device and the hub but also between the hub and the data centre or between the call
centre and the data centre.
An Incremental Approach to Building an Information Security Program. Pankaj Sharma. EDUCAUSE Review Online.
http://www.educause.edu/ero/article/incremental-approach-building-information-security-program
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Information Privacy in the evolving Helathcare Enviroment. By Linda Koontz. HIMSS
http://ebooks.himss.org/product/information-privacy-in-evolving-healthcare-environment44808
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Implementing Information Security in Healthcare: Building a Security Program
Terrell W. Herzig, MSHI, CISSP, Tom Walsh, CISSP, and Lisa A. Gallagher, BSEE, CISM, CPHIMS, Editors
http://marketplace.himss.org/OnlineStore/ProductDetail.aspx?ProductId=376976692
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Being diabetic in 2011’. Identifying emerging and future risks in remote health monitoring and treatment.
© European Network and Information Security Agency (ENISA), 2009
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Seguridad de la información en entornos sanitarios. Primera edición, marzo de 2008. © SEIS, Sociedad Española de Informática
de la Salud. http://www.seis.es/jsp/base.jsp?contenido=/jsp/publicaciones/inforseis.jsp&id=5.2&informeid=6&titulo=
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Healthcare information security today. 2013 Outlook: Survey Offers Update on Safeguarding Patient Information. SMG.
Information Security Media Group.
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Big Data
The primary use of data is healthcare provision. There is a secondary use of protected health information
in research (very beneficial for society), quality control, planning or marketing.
Vulnerabilities:
- De-identification personal health data that can be machine re-identified with increasing ease.
- Genetic data increase re-identification risks.
- As the digital health data become more sophisticated and pervasive the complexity of these issues
will keep growing.
Threats:
- Collected data can be inappropriately used for purposes different than those they were initially intended
for, without notification to or consent of the data owner.
- Breach of privacy by re-identification

Telemedicine
Telemedicine can be broken into three main categories: store-and-forward, remote monitoring and realtime interactive services.
In real-time interactive services the assets to be protected include not only Information, but also real time
operation.
Vulnerabilities:
- Devices communicate over unprotected or publicly accessible channels
- Wireless networks security shortcomings
- Unencrypted transmission.
- Wireless signal blockage or interception.
Threats:
- Data could be attacked during transmission: spoofing, alteration of medical information, data
destruction or corruption
- Interfere with or disrupt the transmission of data and alter operation. It could have dramatic
consequences in critical scenarios as tele-surgery.
- Monitoring becomes more critical when include implanted devices. Threats include disturbing the
functioning of implant and intercept or alter monitoring data.
- Patient’s special device or IT equipment is lost or stolen.
- Unprofessional usage of the technological devices
- The use of monitoring devices by a different person causes that the incorrect monitoring data are
storage.
- Malfunction/breakdown of systems affecting the delivery -of Remote Patient Monitoring service
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Health ICT Network
Vulnerabilities:
- Legacy equipments coexist with edge technologies.
- Complex heterogeneous distributed system.
- Excessive dependency to external infrastructures (e.g. e-Prescription, PKI infrastructure for secure
communications, digital authorization, eID, etc.)
- Lack of interoperability between devices and/or technologies and/or systems
- Flawed or inadequate design, inappropriate or incomplete implementation.
- Low awareness of Information security
- Unmanaged IT Equipment: Susceptible to Operating Systems and application vulnerabilities,
susceptible to malware, susceptible to firmware substitution
Threats:
- Compromise of the availability of the service through various attack vectors
- Measurement devices or hub overloaded with too many measurements.
- Natural threats (fire, flood, earthquake etc.)
- Cyber-attacks
- Inadequate provision or unavailability of medical service

Cloud
European Commission identifies Health sector like one that could take the most of Cloud advantages.
It is already in use in USA and UK, like Microsoft HealthVault. Securing the cloud is still a big concern.
The lines between hardware, operating systems, network, storage, dedicated or shared resources are
blurred. It is already difficult when the cloud is private but we are in the early stages of building trust on
public cloud providers.
Vulnerabilities:
- It is difficult to determine if the public provider has adequate facilities and back policies.
- Data storage could be made in different countries, with different legislation and guarantees.
Threats:
- Data legislation compliance, according to your own liabilities
- Continuity of service and disaster recovery, data ownership, migration of data, change of provider,
destruction of data.
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Mobility, m-Health and BYOD
Doctors frequently have a copy in their own personal computer or device of some EHR to cross
information with colleagues or to develop further studies. They also have access to private and relevant
information from central database.
Vulnerabilities:
- Unencrypted information storage and communication.
- Accessing social media from the same device open doors to malicious code or the possibility of
sharing undesired data by negligence.
- The facility of sharing information (for example forwarding data or images by email) may results in an
inability to audit data accesses.
- The variety of devices grows continuously. It makes difficult to establish standardized procedures.
It is not possible to rely on optimum configuration or limit the allowed applications.
- Devices communicate over unprotected or publicly accessible channels.
Threats:
- Lost or stolen devices are responsible of 40% reported data breaches in USA.
- Unauthorized access to confidential information.
- Lack of data access traceability.
- Interception of wireless transmission.

Human factors
New health models need a cultural change and broad use of ICT. Most of the known data breaches have
been caused by negligence or misuse of procedures and technology.
Vulnerabilities:
- Lack of digital skills in patients and professionals and lack of usability or convenience of technology.
- Increased complexity, too fast evolution or error prone systems, services, devices or equipments.
- The resistance to change have proven to be strong along the last years and some professionals
could feel uncomfortable and too much supervised.
- Critical parts of the monitoring and treatment process are becoming responsibility of the patient.
- Non-applicability of patient consent in the technical environment. Informed Consent statements
that the patient has to sign could be too intrusive and inappropriate
Threats:
- Patient does not follow the instructions for equipment use, treatment, medication
- Non-Compliance with informed consent legislation
- Misinterpretation of data by patient
- Misinterpretation of data by medical staff
- Human errors in cases of emergency
- Security breaches due to misunderstanding, negligence or rejection of ICT, from professionals or
patients.
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Summary of major threats
- Unauthorised access, modification and/or deletion of patient data.
- Surveillance and profiling. Discrimination, harassment.
- Non-compliance with legislation.
- Disruption or unavailability of the medical service
- Repurposing or secondary use of data
- Misinterpretation or errors in collecting and handling medical data
- Security breaches due to misunderstanding, negligence or rejection of ICT or security procedures,
from professionals or patients.
These threats are inter-related.
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5.4.5 User Needs

77, 78, 79, 80, 81, 82

Privacy of health records. Prevention of data breaches.
The leverage of all potential benefits of health ICT depends to a large degree on the trust in the system
of public and professionals. Health information privacy is extremely complex.
Access control can’t be used in a restrictive way, as in other industries like banking. It is necessary to put
in place mechanisms able to manage access to data, balancing easy access for patient safety and strict
control for data security. Due to the variety of people, devices, places and circumstances in accessing
health records, data access should be allowed to the minimum set of parameters only for the necessary
time and it must be registered. Data breaches from insiders, by negligence or malicious behaviours, are
complex to avoid. So, traceability and accountability of data accesses is mandatory. Auditing is capital. It
is necessary to updated legislation and regulation, to develop standards and implement tools to support
it. Transparency must be built to allow citizens to know about collection, use and retention of their health
data.
Attention should be paid to backups, especially when subcontracting, for physical destruction.
Today all these mechanisms are in place, but the performance is below current and fast evolving needs,
not even existing technologies are exhaustively used, like digital signature of events register. Fraud
business about health records is emerging, maybe this is the reason why the current weaknesses are
not more evident, and it will keep growing as health information get more concentrated and valuable.

Use of patient health information for other purposes than health care
provision
The use of aggregate health record (big data) is an invaluable input for research, also for planning,
quality control, marketing, etc. Data de-identification based on machine search or genetic information
is increasingly easier. It is necessary to build a trustworthy framework, where individuals could give
meaningful consent to the use of their data, and where patients’ expectations and rights are guaranteed.

Cybersecurity, reliability and dependability of health ICT infrastructures
Health ICT systems are national critical infrastructures, maximum protection is needed for all categories
of negligence’s or attacks. Some specific considerations should be taking into account: networks use to
be big, paying service to several millions of citizens; are composed by legacy and extraordinarily diverse
edge technologies; are heterogeneous and distributed; data storage is huge; access control can’t be
severe and accesses should be allowed from many devices and people anywhere at any time; some
clinical acts, like telemedicine, need reliable and predictable functioning and in case of catastrophe fast
recovery is needed.

Cloud, m-Health, mobile devices, BYOD
New trends are opening great opportunities for patients and professional to improve the quality and
efficiency of healthcare provisioning. All of them have associated complex privacy threats. It is necessary
to update legislation, regulation and standards to deal with them and technology to support them should
be developed. People must be educated to use technology in a riskless way.
- Regulation about Cloud should be established, including technologies and mechanisms that allow
verifying regulatory compliance, data traceability and auditing.
- Leverage exiting security where possible by extending existing security to mobile devices.
- New technologies may be needed to separate corporate data and application from personal in
BYOD
- Data loss detection
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Building trust and the human factor. Inclusiveness.
The new paradigm of health is based on empowered patients, these patients are owner of their own
health data, they must decide who and when should have access to them.
Meaningful consent: in the new paradigm of health service, based on empowered users, users
themselves should be implied in the decision about who may have access to their health data, including
when and for how long. Informed consent should move to meaningful consent.
Health applications are growing amazingly fast: monitoring devices, Smartphone’s applications, health
portals, social networks are them all attractive resource for empowered patients. Personal devices and
Internet sites have high potential for data losses. People are not often conscious of these risks and if they
are they may not know how to manage. The solution is not to give up these advantages.
Change resistance to ICT introduction in the health system have been remarkable, there are many roles
interacting inside the systems and physicians have traditionally enjoyed very much freedom of action.
Some current needs, like fast and easy access, could be improved by existing technologies that are not
in use (like biometry). Most current threats rely on the misuse, rejection or negligence of people.
The lack of usability also leads to misuse and it opens unnecessary vulnerabilities.
Next stages in Health systems will need an intensive use of technology and in parallel a significant
cultural shift in both patients and clinicians. This implies a great variety of people.
Developing trust in this new necessary and complex context will need a full understanding of people
insights and a co-creation process to overcome barriers related with misunderstanding, unconsciousness,
hidden rejections, ignorance, new ethic issues or lack of usability. A multidisciplinary research approach
is needed to face this challenge. Trust must be built over full acceptance.
Health care is a universal right, so inclusiveness and accessibility to all people must be guaranteed.

5.4.6 Summary of key user needs
Ranking

User Need

1

Implementing effective traceability and auditing

2

Implementing efficient and acceptable access control for health context based on
roles

3

Create a common legal framework for Europe

4

Understanding and solving current under performance of security mechanisms,
including misuse, negligence or rejection from patients and professionals.

5

Developing technologies and mechanisms that allow verifying regulatory compliance,
data traceability and Cloud auditing

6

Auditing mechanisms of data protection in mobile and BYOD. Data loss detection.

7

Improving mechanisms for data anonymization in health

8

Developing mechanism to implement real meaningful consent

Table 7 - Ranked key user needs in the HEALTH sector
Being diabetic in 2011’. Identifying emerging and future risks in remote health monitoring and treatment. © European Network
and Information Security Agency (ENISA), 2009.
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5.5 Mobile
5.5.1 Overview of the domain
Mobile is a domain comprising two major components, the end users and the providers. Mobile usually
is considered part of the ICT landscape, evolving with similar challenges and at a similar speed, because
it mainly exists and operates thanks to information technologies. Mobile is also considered part of the
Telecoms landscape, since a large component of mobile relates to the operators and challenges related
to telecoms and communication providers. In addition, the mobile domain has a series of specific
characteristics, such as the wireless character, the fact that one can use a handset and applications on
various networks around the globe, that there are billions of mobile devices worldwide, in most cases
intelligently connecting to any other network without even having had the interface physically connecting
to other networks before.
On one side, there is the operator - the mobile operator – taking a central role. Usually the operator
decides on the base architecture and the core network it lays out to build, maintain and operate. The
service provider deals with the interconnection of other networks and with other operators. It deals with
the decisions on authentication mechanisms, the on-boarding of new clients, the management of the
calls and activities happening on the networks such as calls taking place, the routing and termination of
those calls, the data transmission, ... The service operator usually also deals with various manufacturers
who would like to have their handsets enrolled in the operating network infrastructure.
The end user, on the other side, takes the handsets and starts to use them on the operator’s networks.
The end user with a smartphone, tablet PC, laptop computer, ... has a device that today uses a SIM card
(a microchip card) that identifies the device with the SIM card to the mobile network. The device uses
components that need an operating system and software to bind the functionalities and to operate the
device on the network.
All these components require specific considerations on security, a challenge that has been considered
for many years by the sector and that continues to be a challenge due to the constantly evolving
components. Even more challenging now than before is that the mobile world has now also embraced
the internet, and with it all of its specific challenges and demands related to threats that can be attributed
to the specifics of the internet such as malware, trojans, botnets, online fraud, ... - cyber threats.

5.5.2 PESTLE
The mobile sector is an annual multi-billion euro industry, with a lot of vested interests, where the balance
of power is shifting between continents and economies. Until a couple of years ago, Europe had a major
role with companies such as Nokia, Ericsson and Alcatel, the market is now heavily reliant on Asian
suppliers such as Huawei, ZTE, Samsung, LG and North American suppliers such as Qualcom, Intel,
Apple, Google and Microsoft.
Europe is coordinating the landscape by organizing the way the wireless spectrum can be utilized,
via its national regulators and grouped in ETSI. It can set the rules of operations on a per Member
State, regulating the powers of the major players (supporting competition and avoiding too much
concentration), by setting the requirements for the equipment entering the European landscape (such
as security measures, standard requirements, ...), or defining future technologies (5G – 6G), in order to
consolidate European vested interests and ensure innovation.
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Other important organizations are ITU and the GSM Association, heavily impacting the way the mobile
sector operates today and towards the future, and heavily involved into setting the security measures and
defining components impacting security and privacy.
Other important components of the mobile sector are technologies such as satellite navigation, today
heavily reliable on the North American GPS and the short range wireless technologies such as Wi-Fi,
Bluetooth and more recently Zigbee.
The European market has vested interests in sustaining smart card developments. For many years, these
technologies have been dominating the way handsets are connecting to the networks. The SIM card
is a major component of the way mobile operators authorize a handset to access and operate on their
networks. Other major European components influencing the mobile sector are applications such as
navigation, gaming and to a lesser extent audio and video developments.
The operator market has been scrutinized in the past for the way it dealt with private data. Operators
can be seen as examples for markets where data protection regulation became an integrated part of the
operations. Operators today also serve as a major source for criminal investigations, providing proof for
whereabouts and identification of both victims and criminals, acting as witnesses in a crime scene.
Operators are regulated under a series of European Directives83 and Member States’ specific regulations.

5.5.3 Baseline
The characteristics of the Mobile Sector can be described by indicating that the dynamics are being
defined by the Providers and the Mobile Consumers. The providers consist of a series of complex
ecosystems with different actors per Member State or country, sometimes even further regionalized. The
providers are Mobile Network Operators, MVNO’s, handset manufacturers, ... today being extended by
Appstores (iTunes, Google play, ...), mobile app developers and other mobile services operators.
Mobile Consumers today have a multitude of applications they utilize. Until a couple of years ago, for
every application one needed a specialized device or expensive application on a personal computer,
today an app exists for almost every imaginable function or application. Ranging from remote controls,
to gaming, to navigation, from word processing to cooking, watching videos, reading books or learning
languages, browsing virtual and real life stores, paying and managing financial services; there exists an
app for (almost) everything. Many of these apps are being offered for free, or for a minimal amount to be
spent.
The mobile sector is characterized as well by the multitude of technologies it is using, even simultaneously,
even on various levels operating in parallel, relying on each other. Considering that these operate smoothly
and effortlessly next to each other, and that they have been integrated over time, it should raise a number
of questions and considerations about security and privacy. GSM, UMTS, LTE, ... are a series of acronyms
defining (de-facto) standards and ways of operations. They operate both voice and data traffic, where a
shift (has been) is taking place that turns voice into data.
The impact of the mobile sector on our daily lives continues to grow. Operators run these activities on a
daily basis in a very cost sensitive manner.

Directive 2002/21/EC of the European Parliament and of the Council of 7 March 2002 on a common regulatory framework for
electronic communications networks and services.
Directive 2009/140/EC of the European Parliament and of the Council of 25 November 2009 amending Directives 2002/21/EC;
Directive 2009/136/EC of the European Parliament and of the Council of 25 November 2009 amending Directive 2002/22/EC ;
Undertakings providing public communications networks or electronic communications services must ensure the security of the
networks. The competent NRA must be informed of any breach of security or loss of integrity on the network. They will in turn
inform the NRAs of the other Member States.
Contributing to ensuring a high level of protection of personal data and privacy (the “Privacy and Electronic Communications
Directive”).
Proposal for Directive 2013/0027/EC : NIS Directive Measures to ensure a high common level of network and information security
across the Union
83
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5.5.4 Threats
A multitude of threats exist for mobile, a list which never seems to end, but also which impacts not only the
various different layers of the OSI-model, but also the end-to-end environment and the trustworthiness
of the involved entities by themselves. With every single component in the chain of systems that provide
for the complexity and seamless operation of a mobile communication system, threats can be identified,
providing for a potential breach in the trustworthiness of the environment.
Mobile users are heavily dependent on the mobile operators, mobile services (navigation, financial
services, app stores) providers, network and handset manufacturers. There is almost no impact a mobile
user will have on a mobile network; he can only try to manage his mobile devices.
Most of the security measures have to be taken by the mobile services providers, which should be of
constant concern.
A limited perspective of some of the threats :
1. Networks: mobile operators are connected to fixed and other mobile telecommunication networks,
and are as such to be considered as telecom operators with all of the potential threats telecom
operators are challenged with. The networks consist of physical hardware, combinations of fibre,
copper and wireless links that could leak data, or fail.
2. Radio access network : the core components of the mobile operators are the transceivers working
under various protocols, in parallel or simultaneously. GSM, EDGE, UMTS, HSDPA, ... are various
technologies running on the radio networks, with their specific challenges related to security. GSM for
instance uses transmission protocols and encrypting of 15 years ago and longer, which can be defrauded or eavesdropped today. They continue to exist, due to the installed base, write-offs and fallback reliability. Impersonalizing base stations and transceivers used to be expensive, but with existing
software controllable networking equipment, they can easily be set up.
3. IMS : over the radio networks, increasingly Ethernet and IP packets are being transmitted as a
standard. Voice is encapsulated into data packets, basically internet protocols with all of the security
deficits they bring along. With malware being installed on intermediary devices, or network devices,
botnets can be raised and causing major damage to operators, their customers and the countries
they operate in.
4. Fraud and related Authentication and identification technologies : SIM cards are evolving with more
advanced capabilities and improved security measures, but it remains questionable how sustainable
this system is over the longer term, with all IP networks and devices that allow for fast switching between
different networks. Fraud will continue to be a concern for mobile operators, but impersonating SIM
and USIM is not a challenge anymore.
5. Handset related : handset manufacturers are bringing together various components, looking for
the least cost. There are threats related to these components and the integration of the components.
When NFC components are added to provide mobile wallet functionalities by VISA or MasterCard, the
devices have to be certified. But there is no guarantee from devices “leaking” information.
6. Application related : “apps aren’t always upfront about what they do” is a relatively clear description
of the situation. Even when clarifying privacy considerations, clearly allowing the application to access
certain functions, they can provide a false sense of security, since the applications can be tampered
with and could leverage other components of the mobile device to transmit data without the user
consent. Applications also gather user behaviour data, metadata, which it intends to monetize over
time.
7. Mobile malware : started to rise significantly in 2012 and exponentially in 2013. New viruses and
malware for mobile are now being discovered daily.
8. Corporate espionage : the loss of mobile phones, the data loss could contain not only personal
private data, but also gigabytes of corporate data. With the annual loss of millions of handhelds in
taxis, at airports, .. a lot of corporate data can be found for intelligence purposes.
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5.5.5 User Needs
The Mobile sector is and has always been active in considering security measures. The main purpose
they served, was to protect the operator . Without a doubt, these also have had their benefits to the end
user, but based upon the changing market dynamics and the impact of the mobile sector, security and
privacy should be considered more from other perspectives (such as the end user, the business users,
the service providers, ...) and aiming for an end to end trustworthy mobile ecosystem.
Assurance of secure mobile personal and business transactions, voice and data transmissions.84
Security is a major concern when it comes to mobile monetary transactions such as mobile payments
or mobile banking.85

Overview
Reliable mobile services
With more than 800 million smartphones worldwide, broadband mobile internet is on the rise. Mobile
users expect to be able to securely use their handhelds and applications, trusting their providers of
mobile services, applications and handsets. Even considering the massive security flaws there are today,
end users are relying on mobile services. But the move towards always connected broadband internet,
brings new challenges and will reduce the trustworthiness for business users and private end users.
In the current mobile platforms, malware and other threats are on the rise. Within less than one year
there has been a fourfold increase of mobile malwares detected, already indicating some 80+ thousands
of signatures. Apps from appstores cannot be trusted, because they endanger other applications,
transactions, the users’ mobile identity and data integrity, next to the potential loss of data and infringing
privacy. The increased cyber threats on top of the increased challenges due to moving to all IP networks,
a speedy turnover of offered devices, the requirements for data retention and international roaming will
be putting pressure on costs and turnover.
Security measures have always been a constant challenge and task for mobile operators, but up until
today, mainly to protect the operators’ interests (against fraud, abuse, control of the customers, limiting
churn, ...).
Reliability for end users is not limited anymore to the data in transit and on the device, but also in
availability of service. Mobile networks have become part of the critical infrastructures. The need to be
able to provide service, and ensure access to service in case of emergencies and temporarily dense areas
(festivals, events, protest actions, ...) became clear after a series of disasters, but also appears when
emergency services, law enforcement, military and fire departments are increasingly using commercial
mobile networks over the dedicated PMR services. The mobile critical infrastructure will have to be
considered carefully to withstand any terrorist attack, and provide data services for people in emergency
situations using online social networks to communicate.
These needs were identified at plenary group meetings in Leuven and Brussels, during mobile security
activities and focus group discussions, next to expert interviews and analysis of on-going state of the
art research activities.

BELTUG, Belgian Telecoms User Group Focus Group discussion, March 14, 2013. ETSI Annual Security Interest Group, Sofia
Antipolis, January 2013.
84
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BI Intelligence, Federal Reserve, September 2012, LSEC internal analysis.
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Description Of The User Needs
Ranked Higher Priority User Needs
1. User and cyber risk management for operators and risk information sharing between operators.
This challenge of sharing relevant cyber threat related information is common to other sectors, and exists
to some extent within the operators.
It should overcome the basic operator centric risk management, where risks are mainly focused on the
operator itself, with a least operational cost structure in mind. Operators are not yet focused, nor capable
of addressing threats related to their customers and how to proactively manage and mitigate them,
because they are considered as a cost. This implies research and coordination activities with mobile
operators, identifying and applying risk components on all levels and in all domains, putting in place
various sensors and technologies capable of detecting anomalies.
IT security management systems and tools for operators need to be able to manage and control the
various layers and components, providing a risk management approach that can be provided to their
customers, and helps identifying existing and future risks and threats for customers.
2. End to end trustworthy mobile platform.
Developing an end to end trustworthy digital ecosystem, where all of the components have been
carefully considered to be able to be trustworthy, as single components and as a system as a whole,
including identification of potential threats and how they can be identified and managed. Building an end
to end trustworthy mobile operator on a European level, could better indicate the current threat levels
and identify the various risks involved not only from the operator perspective, but also towards the end
user and protecting economic interests of the business users. This should not be a closed system, but
developed in close collaboration with the manufacturers indicating their means of security by design and
privacy by design engineered environments.
Might not be achievable in the short term, but could challenge all contributors to the mobile ecosystem
to reconsider the design, development and architecture of their platforms, with a focus of providing
security and reliability from cyber and other threats. Some research has been considered within ETSI.
3. Empowering the mobile user
To control and manage all the data (data ownership) in the mobile device, to alert about potential
infringements and support advanced measures against service providers or operators. Research
components exist to support privacy enhancements in the non-mobile world, which need to be
combined with security measures for applications.
Personal data of the mobile user has become much more than user name, password, email address
and home address. With smartphones, users can be located anywhere anytime based upon GPS and
triangulation. Data about whereabouts is being collected by the operators, by the service providers
(payment services, video, audio, ...) without the user consent. Managing data being transmitted by the
devices has become a challenge.
Trustworthy mobile operators and services providers need to implement and operate procedures and
components aiming to protect the end users, that can be audited and certified independently externally,
providing guarantees to professional users and consumers.
4. Virtual mobile and BYOD
Switching from one device to another device, from one operator to another operator and preventing the
loss of data when the device is lost, virtualization technologies in the domain of mobile could provide
additional support to protect against malware and eavesdropping and to allow simultaneous use of
personal and business use.
In addition, notwithstanding the vested interests, the dynamics of the internet impacting the mobile
operators will provide for alternative authentication and identification mechanisms, allowing the user to
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easily switch to other operators, and take along their mobile identity.
Corporate IT security is also concerned with the multitude of devices employees and business partners
are connecting to the corporate data networks. There is interest and development on dual systems,
running corporate data in different containers and maintaining personal data private. Corporate data
needs to be secured on mobile devices and managed and controlled by corporate it security.
5. Mobile service resilience
As well as the end to end trustworthiness, beyond their own network, and from a critical infrastructure
perspective, services should be prioritized as well as users and types of information.
Mobile operators need to be able to restore services quickly in emergency situations, identify and
prioritize towards critical functions and handsets, allow for data connectivity to ensure low bandwidth
traffic for everyone, allow for special announcement (PMR), ...

Unsorted Lower PriorityW User Needs
Defining and supporting secure app stores
App stores have become walled garden gatekeeping ecosystems providing end users access to apps for
their mobile platforms. The gatekeeping function comprises business interests, but also decisive powers
about speed to market, access to markets, business models and economic interests. Transparency
and enhanced scrutiny on apps contributed is needed to improve the security towards end users. Apps
stores should be carefully considered as part of the mobile ecosystem, and potentially regulated similar
to operators. In absence of this, additional technologies should allow end users to verify the appstores
and to validate their trustworthiness.
Protection against cyber security threats
The rise of the mobile malware is of growing concern, but the impact of it is not yet completely clear.
There are multiple threat vectors, protective measures exist, but might not be adequate over time
Regular automated controlled updates
Updating applications has become a natural ingredient of any system, but they could happen in an
incontrollable way, and an application that was once trusted and trustworthy should be certified and
analysed before entering into the device.

5.5.6 Summary of key user needs
Ranking

User Need

1

User and cyber risk management for operators and risk information sharing between
operators.

2

End to end trustworthy mobile platform.

3

Empowering the mobile user.

4

Virtual mobile and BYOD

5

Mobile service resilience.

Table 9 – Ranked key user needs in the MOBILE COMMUNICATIONS sector
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6.1 Aims And Approach
In this section we aim to draw together the itemised user needs identified individually in Section 5 with
the aim of identifying possible patterns and relationships between them. We have made no a priori
assumptions that such relationships exist; indeed, the user needs may be unique to each domain. On
the other hand, the underlying, technology-independent, needs may be related to similar needs in other
domains, even if a different vocabulary has been used to describe it. For example, we do not expect
Energy and Health to use the same specialist terms to describe privacy, although both may share a
privacy requirement as a user need.
To undertake this analysis we have adopted a two-stage approach.
In the first stage, the ‘key user needs’ from each domain have been placed together in a single list. Items
with apparent similarity have been placed together into groups which we describe by the attributes that
they share. We have given a provisional title to these attributes to help develop a possible associated
research “theme”. It appears that the key user needs do readily group this way.
In the second stage of the analysis, we have reviewed all the user needs, including those that are not
identified as “key”, to check if the themes that emerged from stage one are more generally descriptive of
the wider set of user needs.
The approach has the advantage that it is a bottom-up, evidence-based methodology. It provides a
traceable framework from which to construct research themes. However, we recognise that multiple
relationships may exist between different user needs and that a degree of judgement is involved in the
grouping. We have relied on the review process by project Partners (and their industrial members), by
members of the Industrial/Commercial Network (ICN) and by the Research Network (RN) that the grouping
of user needs in this way is generally reasonable.
Finally, and in anticipation of the forthcoming recommendations to be included in a Research Agenda
deliverable86, we are planning that other elements will be brought in to contribute to those recommendations.
Specifically, we shall complement the users' view from users with both a technology perspective and a
future vision contributed by the IT supply industry and academia.

6.2 Grouping of Key
User Needs
6.2.1 Key user needs
Using the approach described in Section 6.1 above, we have combined the key user needs from Table 2
and Tables Table 5 to Table 8. We have added a column to show the originating domain (Energy, Finance,
etc.) and a further column to provide a description87 of the attributes used to group the requirements.
The table has been reordered around these provisional attributes as shown in Table 9. This shows that
the key user needs do indeed share some high-level common attributes and naturally form themselves
into five groups.
Section 6.2.2 below undertakes stage two of the analysis to check if the remainder of the user needs
share similar attributes. Section 7 refines the definition of the attributes and proposes candidate research
‘themes’ based on the grouping of user needs.
86

Project deliverable D4.2, due for completion shortly after this document.

87

We develop the description more fully in Section 0.
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Ranking
in domain

Description of Key user need

2

Establishing trust and authentication in fixed, mobile and M2M environments

1

Trust models in authentication

2

Determined Digital signature formats

1

User and cyber risk management for operators and risk information sharing between operators.

2

End to end trustworthy mobile platform.

1

Resilience increment of SCADA Systems

2

Increase the reliability of communication channels

6

Incident Response of service providers

7

Disaster Recovery and Business Continuity for large outage SCADA or SmartGRIDS infrastructure

8

Log management of old-time SCADA parts, proprietary applications or embedded "proprietary"
equipments (PLC, RTU,...)

5

Mobile service resilience

3

New security approaches concerning the SmartGrids

4

Security, safe data storage and processing of big data

5

Resolving the convergency of control systems and IP networks

10

Patch management and firmware update without outage SCADA infrastructure

5

Real time collaborative situational awareness and response

7

Improving mechanisms for data anonymization in health

4

Virtual mobile and BOYD

1

Combatting Fraud and cyber insiders

6

Organisation wide, technical and cultural security

2

Implementing efficient and acceptable access control for health context based on roles

4

Understanding and solving current under performance of security mechanisms, including misuse,
negligence or rejection from patients and professionals.

8

Developing mechanism to implement real meaningful consent

3

Empowering the mobile user

3

Proving compliance

4

Security (of) supply chains

3

Legislation, enabling Cross Border Digital Signature

4

Data privacy legislation

1

Implementing effective traceability and auditing

3

Create a common legal framework for Europe

5

Developing technologies and mechanisms that allow verifying regulatory compliance, data traceability and
Cloud auditing

6

Auditing mechanisms of data protection in mobile and BYOD. Data loss detection.

Table 9 - Grouped Key user needs

Domain

Research Theme

Finance

Establishing trustworthy relationships

Government

Establishing trustworthy relationships

Government

Establishing trustworthy relationships

Mobile

Establishing trustworthy relationships

Mobile

Establishing trustworthy relationships

Energy

Information privacy, assurance and cyber security

Energy

Information privacy, assurance and cyber security

Energy

Information privacy, assurance and cyber security

Energy

Information privacy, assurance and cyber security

Energy

Information privacy, assurance and cyber security

Mobile

Information privacy, assurance and cyber security

Energy

Addressing implications of trends in scale and complexity

Energy

Addressing implications of trends in scale and complexity

Energy

Addressing implications of trends in scale and complexity

Energy

Addressing implications of trends in scale and complexity

Finance

Addressing implications of trends in scale and complexity

Health

Addressing implications of trends in scale and complexity

Mobile

Addressing implications of trends in scale and complexity

Finance

Encouraging and supporting appropriate user behaviour

Finance

Encouraging and supporting appropriate user behaviour

Health

Encouraging and supporting appropriate user behaviour

Health

Encouraging and supporting appropriate user behaviour

Health

Encouraging and supporting appropriate user behaviour

Mobile

Encouraging and supporting appropriate user behaviour

Finance

Proving fitness for purpose

Finance

Proving fitness for purpose

Government

Proving fitness for purpose

Government

Proving fitness for purpose

Health

Proving fitness for purpose

Health

Proving fitness for purpose

Health

Proving fitness for purpose

Health

Proving fitness for purpose
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6.2.2 Other user needs
The domains have identified 27 lower priority user needs. All but one of them17 appear to belong to the
same groups as the higher priority needs. The number of user needs in each group is as shown in Table
11.

No. of key
user needs

No. of
other user
needs

Establishing trustworthy
relationships

5

6

11

4

Information privacy, assurance and
cyber security

6

6

12

4

Addressing implications of trends in
scale and complexity

7

10

17

4

Encouraging and supporting
appropriate user behaviour

6

0

6

3

Proving fitness for purpose

8

4

12

4

Other

0

1

1

1

Common Attribute

Total user
needs

Table 10 - Number of user needs in each group

88

74

‘Defining and supporting secure app stores’ (from the Mobile Comms area)

Total No.
of domains
covered
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Candidate Topics To
Take Forward To The
Research Agenda

The authors have aimed to consult a wide range of stakeholders in the user communities through
the ICNs and from other commercial contacts of the project partners. While we do not claim to have
contacted all possible stakeholders, the reviewers’ comments received have indicated that the itemised
user needs that have been captured are realistic. We therefore see value provided by each of the 59 user
requirements in underpinning the rationale for research topics, especially those which are seen as key
user requirements. The description of requirements is located in Section 5 and the key user requirements
are summarised separately in tables at the end of each subsection. They are also combined in Table 10.
Our remit has been to gather user needs that are associated with Trustworthy ICT, so some degree of
commonality between user domains is not unexpected. What does appear significant to us, is that all
but one of these user needs fall into one of five groups. These we see as a naturally arising grouping of
the user needs and they form five potential research ‘themes’. Moreover, each potential theme spans
user requirements drawn from a minimum of three of the user domains.
We have given the emerging groups titles but believe that each of them merits a fuller description as a
candidate research theme and it is these candidate themes which we propose to carry forward as the
end user contributions to the research agenda, underpinned by the detailed user needs itemised in this
document. These themes are described in each of the subsections below.
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Candidate Topics To Take Forward To The Research Agenda

Theme 1: Establishing trustworthy relationships
Trust between people, organisations and autonomous entities is a recurring element of the user needs.
It is a complex multifaceted theme and includes:
- End-to-end trust management
- Identity management (people and things)
- Data ownership

Theme 2: Information privacy, assurance and cyber
security
Information assurance and cyber security are clearly elements of any trustworthy IT system but theme
extends more widely than the classical: “Confidentiality; Integrity and Availability”. Increased connectivity,
mobile working and interaction with control and monitoring (SCADA) systems all require good information
assurance. European emphasis on the privacy of the citizen is an equally prominent driver. There are many
issues in this area that are in need of short, medium and long-term research-led solutions. These issues
include:
- Privacy (Confidentiality)
- Provenance of information in very large systems & integrity of processing (Integrity)
- Reliability, resilience (Availability)
- Situational awareness (inside and outside), attribution and response
- Specific defences against emerging threats, e.g. APT, malware, botnet, etc.
- Novel approaches, e.g. hardware-enabled trust architectures

Theme 3: Addressing implications of trends in scale
and complexity
This theme is, to a degree, different from the others in that it includes a response to external technological
factors. It not only reflects that users are building organizational systems, ranging from international
banking to social networking, but that emerging technology and industry trends (e.g. big data) are also
driving this area. The area is characterised by the common challenge that very few good models exist by
which we can gain understanding of emergent properties of these systems.
Topics in this area include:
- Big systems and big data
- Cloud
- Smart grid
- Internet of Things (IoT)
- Mobility
- Legacy

78

Theme 4: Encouraging and supporting appropriate
user behaviour
This theme recognizes that the human89 is not just a user of a trustworthy ICT system but an intrinsic
part of it, a threat to it and a beneficiary of their combined behaviour. Addressing issues in this area will
almost always require a multi-disciplinary team of researchers.
Topics in this area include:
- Human factors, accountability etc.
- Impact of social networks
- Usability and adoption
- Insider threats
- Ethics & culture
- Cyber-economics

Theme 5: Proving fitness for purpose
Many of our respondents raised aspects of this issue ranging from meeting international legal obligations
through to proving fitness for purpose of embedded control and monitoring systems. While some of
the user needs in this area are only amenable to solution by political means, many are in need of
research into alternative ways of systems proving correct operation of compliance other than through
conventional testing.
Topics in this area include:
- Assurance
- Auditing
- Large-system security metrics
- Formal methods
- Verification
- Testing and evaluation

89

So much so that the term “wet wear” is not infrequently used.
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Conclusions

We acknowledge that an analysis of user needs provides just a time-bound snapshot of wider needs
that may continue developing. However, through participation by current users via the project’s Industrial
and Commercial Networks (ICNs), we have attempted to draw on the experience of a wide range of
representative competence.
User needs have been captured during plenary gatherings, one-to-one meetings, e-mail and by an
examination of the international literature. Of equal importance, preliminary drafts of this document have
been reviewed by the ICNs, by the IT supply industry and by academia.
This report contains 59 itemised user requirements from the five domains of:
- Energy
- Finance
- Government90
- Health
- Mobile Communications.
Of these, 32 have been identified as key user needs by users. We see these itemised user needs as a
valuable source, in their own right, in contributing topics to a Research Agenda.
Analysis of the needs identified by users indicates that they fall into 5 groups of potential research
themes. These encompass all but one of the user needs and we offer them as the users’ contribution of
a candidate framework for a Research Agenda. Given the nature of the themes we believe them to be:
- Important (because they have arisen from the user needs)
- Enduring (as they group needs into encompassing issues)
- Domain independent (as each theme spans several of the user domains).
These 5 user-derived thematic research areas that we propose carrying forward into the Research
Agenda are:
1. Establishing trustworthy relationships
2. Information privacy, assurance and cyber security
3. Addressing implications of trends in scale and complexity
4. Encouraging and supporting appropriate
5. Proving fitness for purpose

90

The user needs from the Government area are tentative as this area was not in the original scope of work
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